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Abstract - These days, a lot of electronic data is produced, and a lot of natural or man-made disasters can
disrupt the operations of businesses that require data recovery services, possibly leading to a big loss of data.
Estimates of the average response time, spatial encryption performance, and encryption performance have been
made based on the size of the data file. RSA encryption is widely used in cloud storage. It enables cloud services
to perform direct encrypted data searches. Cloud Server provides storage and search services. Verification keys
are used by the cloud to fulfill authentication requirements, maintain privacy protection, and provide equivalent
proof of encrypted documents based on tokens for efficient search operations. The majority of security issues
stem from those who deliberately set out to accomplish evil or harmful goals. This study reviews and examines
some encryption and decryption technologies. As a result, a better method for symmetric and asymmetric key
encryption is provided.
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I INTRODUCTION

"Cloud computing™ is a dispersed community that provides storage and processing capability as
services to end users. Thanks to the cloud computing paradigm or architecture, end users have access to all
servers, networks, presentations, and other foundational elements of the data center. Cloud computing can be
useful in tackling societal challenges, even though it is becoming more and more popular among techies and
business entities. It could be beneficial as well. Cloud computing is the operation, setup, and application access
that takes place online. It provides data storage, submissions, and internet infrastructure. People and businesses
can share the workload when managing large amounts of data or high-performance processes that require
processing from reliable servers thanks to cloud computing. With cloud computing growing in popularity, more
and more data owners are being encouraged to outsource their data to cloud attendants, who may provide great
convenience and save data management costs. Numerous businesses rely on data renters to raise the bar for data
security using a range of covered techniques, including data encryption, key organization, stringent admission
policies, and security intelligence. To submit requests or retrieve encrypted documents with further evidence,
the cloud attendant uses the token that the data owners have created. Data users will be able to verify accuracy
and decode scrambled leaflets after receiving the result and the corresponding proof following accurate
verification.

Concepts Of Cloud Computing - Cloud computing is an advantage of information technology / business
applications. Any organization can gain this benefit by paying or renting usage. Storage, servers and
applications belong to the cloud computing area and are prerequisites for on-demand access. Therefore, unlike
traditional methods of building data centers, hardware, applications and applications can be executed in a secure
way before concentrating on building / transmitting business solutions. Cloud computing eliminates the need for
expensive data centers and management because cloud vendors provide, manage and monitor the health and
accessibility of the framework. Registering a cloud is an event on the network that allows administrators to
provide versatility, quality of service (QoS) and, in most cases, to ensure custom on-demand and low-cost
computing infrastructure. These infrastructures can be simple and access in a universal way. Cloud computing is
a model used to authorize expedient, on-demand network admission to a public pool of configurable computing
value (such as systems, servers, storage, function, or management). These resources can be managed by
negligible or cloud Service-fast configuration and release The term "cloud" for vendor interaction is built from
the network and its schematic representation is cloud. It refers to various specific types of services or
submission that have been communicated in Internet cloud, and in many cases the devices used to get these
products and applications require no special applications.

Cloud Architecture- The rise of cloud computing is rapidly changing business and innovative ideas and having
different effects on different individuals. For utilities and IT customers, IT management (ITaaS) - that is,
computing, storage and applications is transferred from the central data centre via the Internet. For Internet and
software developers, this is the stage of development of web-scale programming. Operating environment For
infrastructure providers and administrators, it is a huge distributed data centre infrastructure that is connected to
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IP networks.
Top layer (application layer): The top application that is delivered as needed according to the software as a
service model (SaaS).

Middle layer (platform layer): Middleware provides application services and platform-as-a-service (PaaS) in
the runtime environment for cloud applications.

Bottom layer (infrastructure layer): The basic structure of distributed data center services connected via
Internet style networks. Figure 1.2 shows a cloud computing system consisting of four deployment models and
three service models.
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Storage Efficiency- One well-known service provided in cloud computing is data storage. Customers do not
have to store data on the server, but store their data on the server through a cloud service provider. Customers
have to pay for this cloud storage service. Not only does it store tangible and high quality data, but it also
provides an advantage to customers who need to pay for the amount of data to be stored over a period of time,
without worrying about the hassle of keeping effective way of storing and storing large amounts of data. . In
addition to these benefits, customers can easily access their data in any area where the network is easily
accessible through a Cloud Service Provider or the Internet .What characterizes the end of this century is the
shift of industry information technologies to a model of subscription-based services (called cloud computing). It
brings a lot of benefits to the users. There is a lot of data available from day-to-day data distribution or local
processing requirements that have led to these changes in technology and business models. Since cloud service
providers (CSPs) are different tools in the market, data confidentiality and authenticity are major issues that
need to be addressed through cloud computing. Although the service provider has a strong infrastructure and
standards or regulations that ensure data protection and stability, thus providing better access, privacy
infringement and service interruptions are reported in recent years.

Searching Files From Cloud Storage- Data can be distributed between two storage clouds, so if the opponent
is not accessible to the storage cloud, the opponent will not be able to retrieve contents of data .Relying on
multiple data storage and retrieval service providers may not prevent service providers from conspiring. Cloud
users cannot find out if their information has been retrieved completely from service provider without knowing
it. Boneh (1998) proved the threat of collaborating with service providers. We assume that there are two
customers (C1) of cloud service providers who want to store their data securely. He divides the data into two
parts (D1 and D2), which are divided into two available CSPs (CSP1 and CSP2). The
twocloudserviceproviderscanlinktoeachotherthedatastoredbyconsumeronhisserverisexchangedandtheentiredatais
reconstructed without being perceived by the user. It provides a decision model for cloud computing users to
provide better reliability and accessibility by allocating data among multiple cloud service providers. Therefore,
no service provider can successfully download and use them.
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. PROBLEMDEFINITON
To ensure the secure data transmission and storage at minimal cost and searching time. The central goal of cloud
computing is to improve computational capacity of the cloud system and to enhance the access levels to the
services and resources of the cloud cheaply. The main challenges are
Consistency
Limited scalability
Data replication
Trust, security, and privacy
Unreliable availability of cloud
resources
Portability

Cloud computing defines a remote server that is accessible via Internet, facilitating the use of business
applications and features and computer software. This can save users money spent on annual or monthly
subscriptions. Due to the benefits of cloud services, more and more personal information is concentrated on
cloud servers, such as private videos and photos, individual health records, emails, government documents,
company financial data, etc.

1. LITERATURE REVIEW
The following sub-sections give information mined from technical books and IEEE papers. There are
many papers related to cloud computing, cloud security, ECC algorithm and Shamir secret distribution.
Following the review, the following documents appear to be relevant to the current work of this paper:

Than MyoZaw et.al (2019) a database is a collection of organized data. Although there are various types of
technologies(such as encryption and electronic signature) that can be used to protect data during cross-site
transmission. Data protection refers to the common procedures used to defender safeguard data or data
management software against illegal use or threats or malicious occurrences. In this article, we create 6 different
ways to store and retrieve data information in a safe and efficient way in a more secure way. Discretion,
integrity or accessibility (also known as three-in-one CIA) are models designed to guide information
intelligence policies. There are many encryption technologies available, and ECC is one of the most powerful.
Users want to store or request data, and users need to be verified. The verified user will receive the key of the
main generator, and then the data must be encrypted or decrypted into database. Each key is stored in a large
generator or retrieved from the key generator. Use 256-bit AES for high-level extraction, column-level theft, and
component level analysis in database. The next 2 methods are to use 521-bit ECC encryption and signaling to
encrypt high-level encryption or high-level encryption in the field using 256-bit AES encryption keys. The last
technique is safest method in this article. This method uses AES andECC encryption for component-level
encryption to ensure confidentiality and uses ECC signatures for each component in database to ensure
authenticity. In addition to translating data at interruptions, it is also significant to ensure that personal data is
converted during network traffic to prevent database signatures. The advantage of the element level is difficult
to attack, because attacker key will lose only one element. Loss requires thousands of keys to manage.[1]

Feng Shengwu et al. (2018), the level of information security in the cloud computing environment directly
affects the data protection issues of users. Using an encryption algorithm with its unique features can
compensate for the errors caused by relying on security software security strategies, further convincing them
Difficulties and challenges in protecting information. By examining the basic concepts of elliptic curve
encryption algorithm, the encryption algorithm curve based on cloud data protection technology creates a more
efficient way to ensure the performance of available systems. safe and effective, and conducts security testing.
Built with Matlab 9 software. The outcomes show that cloud-based encryption knowledge based on the ECC
algorithm has high security or speed, or can effectively protect safety and security of cloud data.[2]

MustaphaBenssalahet.al(2018)

TelemedicineMedicallnformationSystem(TMIS)isoneofgreatestadvancedtechnologies needed to diagnose and
treat patients. In this context, special attention has been paid to the importance of exchanging medical data
including symbols, images etc. Indeed, since DICOM items contain images and information related to patients
’concerns, their safety issues or privacy should be carefully addressed. In this system, various encryption
methods have been introducedinliteraturetosolveproblemsthroughavarietyofcryptographicsolutions,suchaschaos-
basedtheory,cryptography(elliptic). Curve cryptography) (ECC) and other lightweight explanations. In this
article, we have conducted a qualified analysis of both ECC encryption and encryption methods. As we know,
this is first time that symmetric-based encryption has been compared to EEC-based irregular encryption for
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image security. The effectiveness of 2 cryptographic systems measured to be evaluated is based on analysis and
timing of the security implementation. The results are reassuring and can be used to further examine this search
axis.[3]

Pratibha Chaudhary et al. (2019) can calculate in the form of collected data - this is the content of
homomorphic writing. Homomorphic encryption solves security problems by storing data on third party systems
(e.g., cloud or unreliable computers, service providers, etc.). The most important category of homomorphic
encryption is complete homomorphic encryption. It allows unlimited operation of data in encrypted form, and
the system exits cipher text space. This article provides basic information about homomorphic encryption and its
various categories, namely homomorphic encryption, homomorphic encryption and full homomorphic
encryption. Its main features are complete homomorphic encryption and the study of complete homomorphic
encryption schemes. These tables use lattices, integers, error analysis and elliptic curve cryptography.[4]
PreetiGoyalet.al(2019) In field of computer science, cloud computing has become a well-known paradigm that
allows you to start services, such as storing and editing data over Internet instead of the hard disk drive of a
computer. Cloud also offers various services such as laas, Paas and Saas. With the popularity of the cloud,
access to the hidden files of various cloud users began to interfere with its process. There must be a system that
provides the necessary protection. To achieve security, cloud services use various security rules, such as
privacy, access control, integrity, presence etc. In today’s work, all of these moralities are applied to the
environment through algorithms such as ECC to improve discretion of data. In this case, MD5
maintainsintegrityofdataonserversideandenforcesaccesscontrolthroughRBACtechnology.Asaresult,theproposed
architecture provides a high level of protection for cloud atmosphere. Based on an analysis of the vulnerabilities
of wireless communication networks (WSNSs), [5]

YueTongxu et al. (2019) combined high-encryption efficiency of symmetric coding algorithms with high
strength of asymmetric coding algorithms, and proposed a method based on Wireless Network Sensor. The
algorithm overrides the simple block by sorting simple messages, using Advanced Encryption Standard (AES)
with symmetric encryption algorithm or Elliptic Curve Encryption (ECC) of different algorithms asymmetric, or
then uses data transfer knowledge to obtain the cipher block, the MAC address or AES key hidden by the ECC
to create a complete cipher text communication. By defining and applying algorithm, the results show that
algorithm can decrease encryption time, encryption time or complexity of running time without losing safety.[6]
Mustapha Benssalah et.al (2020)Currently, medical imaging information as part of the Telemedicine
Information System (TMIS) plays an significant role in the treatment of assisting medical staff in the
identification of effective diagnostics. Therefore, regarding number of horrific attacks perpetrated by
cybercriminals, security issues and the confidentiality of medical broadcast medical images must be addressed.
This paper introduces a new medical imaging strategy, which combines cryptography (elliptic curve
cryptography) (ECC), Hill cipher, Arnold cat graphics (ACM) and linear congruential generator (LCG).
Through Arnold’s Cat and LCG imagery, the confusion and scattering of images is transmitted through hidden
health images. Compared to the latest technology, it has been found that encryption strategies are robust to
various tactics and provide better security.[7]

The Network Vehicle Ad Hoc Network (VANET) by Pragathi Yellanki et al. (2020) provides secure
protection through unstructured links. One of the unique features of the VANET system is that it transmits data
to a limited amount of security
datainacontinuouslymovingtopology.ThewirelessmodeoftheVANETsystemfacilitatestheattackbyreadingtheproto
col control message. Therefore, it is necessary to send a VANET protocol message safely. Researched various
cryptographic algorithms, and developed a secure state-of-the-art protocol (S-OLSR) for the VANET. Elliptical
wing cryptography (ECC) uses the characteristics of elliptic curves, while RSA uses decomposition of primary
numbers to obtain encryption key. From results, you will see that the S-OLSR using ECC delivers best
encryption for protocol emails with very low latency.[8]

Mohita Jaiswal et al. (2019) With the continued development of the global Internet, information security has
become more severe. Many wicked articles can retrieve respected information through unreliable media. In this
regard, elliptic curve cryptography (ECC) has been widely recognized has become an beautiful option for new
entrants. Many investigators have examined safety of the ECC or it is considered one of most reliable
encryption algorithms. This article converses enterprise or implementation of ECC-encrypted encryption
inthe192-bitdigital format of FPGAs. The micro-ECC recording model or 192- bit decryption were developed
by Verilog and upgraded to Xilinx Vivado 2016.2. In this article, the FPGA selected here is the AC-701, which
is an assessment board founded on Xilinx's Artix-7 FPGA. In addition, this work demonstrates the use of
resources and power consumption in the encryption or decryption models offered in FPGAs. The authors also
offer a case study analysis of various event designs.[9]
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CRYPTOGRAPHICSYSTEMS

Cryptographic Systems can be divided into deterministic and probabilistic encryption scheme [7]. Deterministic
encryption scheme allows the plaintext is encrypted by using keys that always provide the same cipher text, but
the encryption process is repeated many times. In this scheme, every plaintext has one to one relationship with
the keys and cipher text otherwise it will produce
morethanoneoutputofparticularplaintextduringthedecryptionprocess.ProbabilisticEncryptionSchemeshowsthe
plaintext has different cipher text with the different keys. The probabilistic encryption scheme is significantly
secure than the deterministic encryption scheme because it makes difficult for a cryptanalyst to access any
sensitive information regarding
plaintextthatistakenfromciphertextandcorrespondingkey.Furthermore,thecryptographicalgorithmscanbefurtherdi
vided into two main categories like keyless cryptosystem and key-based cryptosystem as shown in Fig. 1. In the
keyless cryptosystem, the relationship between the plaintext and cipher text having a different version of the
message is exclusively depend on the encryption algorithm [8]. The keyless cryptosystem is generally less
secure than key-based systems because anyone can gain access to the algorithm will be able to decrypt every
message that was encoded using keyless cryptosystem such as Caesar cipher [9]. The key based cryptosystem
can be further categories into symmetric key (secret key) encryption and asymmetric
key(publickey)encryptionbasedonthetypeofsecuritykeysutilizedfortheencryptionordecryptionprocess  [10]-[13].
The detail of the cryptosystems is explained as follows:

RSA Algorithm- RSA consists of Public-Key and Private-Key. In our Cloud environment, Pubic- Key is known
to all, whereas Private-Key is known only to the user who originally owns the data. Thus, encryption is done by
the Cloud service provider and decryption is done by the Cloud user or consumer. The RSA algorithm (named
after the inventors Rivets, Shamir and Adleman) was one of the first cryptographic algorithms that met the
requirements for public key systems as stated by Daffy and Hellman [5]. Since then it has reigned supreme as
the only widely accepted and implemented general purpose approach to public key systems.[10]

Key Schedule Algorithm: Key schedule algorithm is employed to generate secret keys and plays an important
role in the development of encryption and decryption key. The insignificant key generation algorithm generates
weak keys that are used for encryption process can easily attack using brute force attack because cryptanalyst
continuously trying all possible combinations to get original text using this attack [27]-[29]. All cryptographic
algorithms follow the consideration of Advanced Encryption Standard (AES) that must support the key lengths
include 128 bits, 192 bits and 256 bits [19]. The number of the round for that key length is 10, 12, 14
respectively and the round keys are taken from the cipher key using key schedule algorithm and utilized in the
construction of block cipher. For the development of fully secure block cipher, the multiple numbers of rounds
ensure the high diffusion and employed invertible transformation.

Symmetric Key Encryption: The symmetric key (secret key) encryption is employed similar key for the
encryption and decryption of a message. Encryption and decryption keys are keeping secret and only known by
authorized sender and recipient who want to communicate. The allocation of different keys to the different
parties increases the overall message security. The strength of the symmetric key encryption is depending on the
secrecy of encryption and decryption keys. The symmetric encryption algorithms can be classified into block
and stream cipher on the basis of the grouping of message bits [14], [15]. In a block cipher, a group of messages
characters of a fixed size (a block) is encrypted all at once and sent to the receiver. Moreover, the block cipher
can be further divided into binary and non-binary block cipher based on the final results of the message, keys
and ciphertext. The message bit size for the binary block cipher is 64, 128, 192, and 256 and the non- binary
block cipher has not defined the standard that depends on the cipher implementation.

Asymmetric Key Encryption The asymmetric key encryption is commonly referred to as public key
encryption in which different keys are employed for the encryption and decryption of the message. The
encryption key is also said as the public key and can be utilized to encrypt the message with the key. The
decryption key is said to as secret or private key and can be used to decrypt the message. The strength of the
asymmetric key encryption is utilized with digital signature then it can provide to the users through message
authentication detection. The asymmetric encryption algorithm includes RSA.

Public key-The public key consists of them odulus nand the public (or encryption)exponent. The private key
consists of the private (or decryption) exponent d, which must be kept secret. p, g, and A(n) must also be kept
secret because they can be used to calculated. In fact, they can all be discarded after dhas been computed. In the
original the Euler to tientfunctiong(n)

=(p — 1)(q— 1) is used instead of A(n) for calculating the private exponent d. Since ¢(n) is always divisible by
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Mn) the algorithm works as well. That the Eulertotient function can be used can also be seen as a consequence
of Lagrange's theorem applied to the multiplicative group of integers modulo pg. Thus any dsatisfyingd-e= 1
(mod ¢(n))also satisfies d-e= 1(mod A(n)).However, computing module ¢(n)will sometimes yield a result that is
larger than necessary(i.e. d>\(n)). Most of the implementations of RSA will accept exponents generate dosing
either method(if they use the private exponent dat all, rather than using the optimized decryption method based
on the Chinese remainder theorem described below), but some standards such as FIPS 186-4may require that
d<M(n). Any "oversized" private exponents not meeting that criterion may always be reduced modulo A(n) to
obtain a smaller equivalent exponent.

Data Encryption Standard (DES) DES is the earliest symmetric encryption algorithm developed by IBM in
1972 and adopted in 1977 as Federal Information Processing Standard (FIPS) by the National Bureau of
Standard (NBS). The NBS is currently the National Institute of Standards and Technology (NIST) that evaluate
and implement the standard encryption algorithm. It includes 64 bits key that contains 56 bits are directly
utilized by the algorithm as key bits and are randomly generated. The remaining 8 bits that are not used by
algorithm because it is used for the error detection as set to make a parity of each 8- bit byte [17], [37], [38].
DES utilized the one secret key for encryption and decryption process and key length is 56 bits and performs the
encryption of message using the 64 bits block size. Similarly, the decryption process on a 64 bits cipher text by
using the same 56 bits key to produce the original 64 bits block of the message

Key distribution-Suppose that Bob wants to send information to Alice. If they decide to use RSA, Bob must
know Alice's public key to encrypt the message and Alice must use her private key to decrypt the message. To
enable Bob to send his encrypted messages, Alice transmits her public key (n,e)to Bob via a reliable, but not
necessarily secret, route. Alice's private key (d) is never distributed.

Encryption-After Bob obtains Alice's public key, he can send a message M to Alice. To do it, he first turns
M(strictly speaking, the un-padded plaintext) into an integer m(strictly speaking, the padded plaintext), such that
0 <m<nby using an agreed-upon reversible protocol known as a padding scheme. He then computes the cipher
text ¢, using Alice's public key e, corresponding to This can be done reasonably quickly, even for very large
numbers, using modular exponentiation. Bob then transmits ¢ to Alice.

Decryption- Alice can recover from cry using her private key exponent by computing given m, she can recover
the original message M by reversing the padding scheme

IV.  CONCLUSION

Text data is vital to human existence and is employed in a wide range of daily activities. As a result, it
is essential to confirm the confidentiality and integrity of the data being sent. We talk about a few encryption
methods that are crucial to the transfer of data. This document provides a survey of several significant
cryptography algorithms developed in the last few decades. To improve encryption systems' performance, these
techniques have been thoroughly researched and examined. Because each technique is distinct in its own right, it
can be used to a wide range of situations. Since new methods are developed daily, traditional encryption
methods that are quick and safe also have a high security rate. In comparison to the current algorithm, this
survey offers a method for designing and creating a new, quick encryption algorithm.
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