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Abstract

Current research in the security and identity management domain has been mainly focused on detecting false
attributes in contested ecosystems. A new method is presented that uses proximity-based methods and order-of-
consensus-calculation for detecting multiple formats of fake attributes - some known and some unknown as well.
Its strength is in the investigation of the essential differences between natural and human activities and the
improvement of precision by combining forgery detection. However, data quality and computational complexity
still pose challenges and should be validated and refined. Synthetic identity fraud was tackled via the GCN-
based approach that employs cluster and classification techniques. This approach can detect fraudsters or
deviating groups. Data quality and scalability are limitations. Similarly, considering social network identity
fraud, the suggested methodology integrates certified social profiles and decentralized trust computation, which
are very efficient in providing practical cases. The challenges include adoption rates and integration into
existing platforms hence, the research needs to continue. Moving into the realm of human perception, the
research on object stiffness perception shows that visual feedback takes the lead role. The results indicate that
changing visual cues to make a stiff surface look soft rules over the perception of stiffness rather than vice
versa. Behavioural adaptation techniques and outcome measures such as ARD are the ones that aid in the
understanding of the multisensory integrations in stiffness perception. On the other hand, according to the
research findings, experimental factors influence generalizability challenging other research areas to include
wider variables. In the end, these investigations eventually lead to the refining and development of safety
measures and the examination of different aspects of human perception in various domains.
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I Introduction

AML (anti-money laundering) is universally applicable and recognized as a framework to combat and
prevent financial crimes resulting in illegitimate financial flows. It encompasses rules, laws, and policies
prohibiting money laundering activities and associated criminal offenses. Financial institutions and banks must
comply with AML regulations; this may translate to enhanced anti-money laundering measures to include
suspicious activity reporting, which indicates money laundering or other illicit financial transactions. Identifying
synthetic identities is crucial in securing the financial system, compliance, and regulation. The fraudulent
identities blend real and fake information services, becoming a deadly threat to financial institutions and
regulatory bodies. Ganging up with criminals, fake identities become a powerful weapon in committing
numerous varieties of financial fraud, i.e., credit card fraud, loan fraud, and money laundering schemes.
Identifying synthetic identities as soon as possible is a key factor that helps to avoid fraudulent transactions and
financial losses. Also, the inability to find synthetic personalities could cause great harm to consumers who do
not know that their identities were used in illegal activities, parties of which are financially unstable. The level
of the risk of synthetic identity fraud is brought to light by the rising number of cases and financial concerns. An
Aite-Novarica Group survey conducted in 2020 shows that fraud executives are very worried, with 70%
believing synth IDs have become a much bigger challenge than traditional identity theft. Specifically, the
analysis from GBG shows why artificial identity fraud is called a trans-industry phenomenon because it is the
most common fraud scheme in 23% of businesses. The tremendous expense of synthetic identity theft is
quantified by Aite-Novarica Group’s findings, showing that unsecured credit products in the U.S. lost $1.8
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billion in 2020 due to fraud, and the estimates predict that this figure will reach $2.94 billion by 2025. The
worsening prevalence and the dire financial consequences of synthetic identity fraud show that there is an urgent
and essential need to detect the existence of synthetic identities.

Money laundering in numbers
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Figure 1: Money Laundering in Numbers

The Anti-money laundering definition from different compliance bodies varies in detecting synthetic
identities from different organizations. Anti-money laundering (AML) consists of a combination of procedures,
laws, and regulations that are meant to stop the activity of legalizing illicit funds. (FATF). As per FinCEN,
AML stands for the set of laws, regulations, and procedures to hinder criminals from concealing illegally
obtained funds as legitimate income (FInCEN). The Office of the Comptroller of the Currency (OCC) defines
Anti-money laundering (AML) as actions, policies, and procedures that financial institutions undertake to detect
and stop money laundering activities.

1.1  Significance of Behavioral Analysis in Identifying Synthetic Identities

Based on Ward (2020), behavior analysis covers a range from basic to applied science. In the basic
laboratory, scientists do experiments to discover the basic principles of animal behaviours. The science of this
field is called experimental analysis of behaviour. The primary objective of these experiments is to investigate
the mechanisms that oversee behaviour. This branch of ethology is done in collaboration with animals as well as
where the behaviour is observed in a highly controlled environment. Conversely, applied behaviour analysis
(ABA) identifies behavioural principles which can be applied to real problems and improve behaviour in real
settings or situations. This research can be described as a systematic application of behavioral techniques, which
is targeted toward studying behaviour, attaining goals, reducing problem behaviours in children with autism, and
improving performance in organizational settings. Behavioural analysts, when they work as applied clinicians,
evaluate behaviours, develop intervention strategies, and track progress, aimed at instigating far-reaching and
enduring behavior change. Human behavior analysis plays a crucial role in finding and spotting fake identities
since it helps to detect deviations in from normal patterns and behaviors that may indicate fraud. Synthetic
identities are characterized by odd behaviour, including cash withdrawal in bizarre ways, and opening more than
one account in an unhealthy manner. Thus, by doing so, banks and other financial agencies can deter the
emergence of synthetic identities before they cause any difficulties. Banks can use behavioural analysis to
monitor account owners' behavior and network connections. This allows for faster identification of synthetic
identities and other types of fraud, which blocks them before they can do much harm. Banks will better protect
themselves and their customers by using smart technology and monitoring them closely for fraud.
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EXPOSURE TO MONEY LAUNDERING IS CONSIDERED A HIGH-RISK AREA IN BANKS’ RISK ASSESSMENT
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Figure 2: Money Laundering based on Continents

Synthetic identity fraud is now a serious threat to different areas of activities, like finance, healthcare,
and government services. This deceptive nature of it allows significant financial loss and reputational damage.
Usually, legacy authentication methods do not suffice to detect forged identities since they are built very
precisely and, therefore, new methods have to be applied for efficient mitigation. Behavioral analysis is now
becoming an essential instrument in this mission, as it gives a moving perspective by investigating patterns and
trends in individual behavior instead of relying on static identity verification ways. It assists in detecting
abnormal behavior signs related to synthetic identities, which include unusual amounts spent and abnormal
account opening patterns. These behavioral warning signs, for example: fast building with small transactions of
the credit history and multiple applications for the credit cards within a short time, give us input for early fraud
detection. Regulatory institutions such as the Federal Trade Commission (FTC), Financial Industry Regulatory
Authority (FINRA), and Identity Theft Resource Center (ITRC) emphasize the importance of behavioral
analysis to mitigate synthetic identity fraud. they emphasize the need to build comprehensive monitoring
toolsets and proactive techniques to identify and prevent fraud by pointing to the strength of behavioural
analysis as the cornerstone of fraud detection architecture.
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Figure 3: Techniques used in detection of Money Laundering

WWW.ijres.org 282 | Page



Strategies for Combating Synthetic Identity Fraud: The Role of Machine Learning and ..

The regulatory perspectives situate the behavioural analysis as a key component in finding synthetic
identities and controlling the associated risks. The FTC, FINRA, and ITRC are proposing the joint effort of
various industry stakeholders to upgrade fraud detection abilities and save consumers and businesses from the
catastrophic effects of synthetic identity fraud. By considering the regulatory bodies' insights and utilizing the
most sophisticated behavioural analysis methods, organizations strengthen their fraud detection tools in defense
against financial and reputational damage from synthetic identity fraud.

Il.  Synthetic Identities and Differences from Traditional Identities

Synthetic identities are generated by the combination of true and false information. These identities are
usually used for fraud, like financial crimes, or avoiding detection. They are distinct from the real identities
because they do not belong to real people. Synthetic identities, which are fake personas blended with fake and
real identity information, are a persistent threat to financial fraud and identity theft [1]. These identities are
assembled carefully using stolen SSNs, fabricated names, addresses, or birthdates [2]. Unlike real identities,
there are no physical counterparts for synthetic identities, and thus, they pass through most of the existing
verification systems undetected [3]. Fraudsters use these identities for illegal purposes, such as credit card fraud,
loan fraud, tax fraud, and money laundering, to obtain undetected financial products and services [5]. On the
other hand, traditionally defined identities are legal personas supported by official documents such as
government-issued IDs, birth certificates, and credit reports. These identities are legitimate, for example, for
accessing financial services, applying for jobs, and obtaining government benefits [6]. While traditional
identities are verified through existing procedures and structures, synthetic identities, on the other hand, are
designed to avoid detection mechanisms, thus posing major challenges to financial institutions and law
enforcement agencies [7]. Synthetic identity fraud is a complex issue since these identities constantly evolve,
and the fraudsters attempt to mask their activities [8]. Financial institutions often fail to find the difference
between real and fake identities, which causes significant losses and regulatory scrutiny [9]. While technology
and analytics progress, synthetic identity detection is challenging, requiring creative solutions and collaboration
among industry players. The potential for emerging technologies such as blockchain, distributed ledger
technology (DLT), and sophisticated machine learning to improve synthetic identity detection is huge [11].
Blockchain-based identity verification platforms provide tamper-proof records of identity-related transactions;
hence the trust and transparency of the identity verification processes [12]. Furthermore, progress in machine
learning and artificial intelligence gives rise to more complex analysis of very large data sets, which can detect
the slightest pattern characteristic of synthetic identities [13].

Blockchain Fraud Continues to Vastly Exceed
Hacks and Thefts in 2020
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Figure 4: Frauds in Blockchain Transactions
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A globally recognized organization that has dealt with the issue of synthetic identities is the Financial
Crimes Enforcement Network (FinCEN), an agency of the United States Department of the Treasury. In 2016,
FinCEN published an advisory warning of the growing trend of the use of synthetic identities in money
laundering and other illicit activities. The notice reiterated the importance of financial institutions for
implementing strong customer due diligence processes so as to detect and hinder the use of synthetic identities.
Another organization that has identified the power of synthetics is the Federal Trade Commission (FTC) in the
United States. The FTC is actively engaged in fighting the issue of identity theft and fraud, including the use of
synthetic identities. They publish resources and guides for consumers and businesses on how to protect and
respond to identity theft, which includes synthetic identities. Furthermore, Europol, a European Union Agency
for Law Enforcement Cooperation, has also dealt with the problem of synthetic identities. Europol has
acknowledged the growth in the use of synthetic identities by organized criminal groups and has pointed out the
need for law enforcement agencies to work together internationally to control the situation.

2.1 The Challenging Task of Detecting Synthetic Identities
Synthetic identities pose significant challenges when it comes to detection due to several factors. Some of these
include:

i Use of legitimate information: Synthetic identities are created by combining real and fictitious
information. Fraudsters often use valid personal information, such as Social Security numbers or dates of birth,
which makes it difficult to distinguish them from legitimate identities during initial verification processes.

ii. The gradual establishment of credit history: Fraudsters strategically build the creditworthiness of
synthetic identities over time. They may start by obtaining small lines of credit or secured credit cards and
gradually establish a positive credit history. By mimicking typical credit behaviour, such as making timely
payments, they aim to create the illusion of a legitimate identity.

iii. Data fragmentation: Synthetic identities often have fragmented data across multiple sources and
databases. Fraudsters intentionally distribute synthetic identity information across various financial institutions,
making it challenging to connect the dots and identify the fraudulent activity.

iv. Limited data sharing: Financial institutions and credit bureaus may not share comprehensive data on
individual accounts, making it difficult to detect inconsistencies or patterns associated with synthetic identities.
Lack of data sharing hinders the ability to identify connections between multiple accounts or detect suspicious
behaviour.

V. Time delay in detection: Detecting synthetic identities can be a time-consuming process. It may take
months or even years before fraudulent activities associated with synthetic identities come to light. By the time
suspicious patterns emerge, fraudsters may have already moved on to new schemes or abandoned the synthetic
identity altogether.

Vi. Legitimate credit profiles: Synthetic identities may eventually appear legitimate, making it
challenging to differentiate them from authentic individuals. This can lead to delayed identification of fraudulent
activities and prolonged exposure to financial institutions and businesses.

1. An Overview of Traditional Red Flags Used in AML Investigations.
In anti-money laundering (AML) investigations, traditional red flags are indicators or warning signs that may
suggest suspicious or potentially illicit activities. These red flags help financial institutions and regulatory
authorities identify transactions or behaviours that require further scrutiny. Here are some commonly recognized
traditional red flags used in AML investigations:

i Unusual transaction patterns: Transactions that deviate from a customer's normal behaviour, such as
sudden large cash deposits, frequent round-number transactions, or inconsistent transaction types, can raise
suspicions (Financial Action Task Force, 2013).

ii. Structuring or smurfing: This involves breaking down large transactions into smaller amounts to
avoid reporting thresholds, often to evade detection (Financial Crimes Enforcement Network, 2014).

iii. Third-party transactions: Transactions involving third parties, particularly those with no apparent
business relationship, can be a red flag (Financial Action Task Force, 2020).

iv. Rapid movement of funds: Swift movement of funds through multiple accounts or jurisdictions
without a clear business purpose can suggest attempts to obfuscate the origin or destination of funds (Financial
Action Task Force, 2013).

V. High-risk jurisdictions: Transactions involving countries or regions known for money laundering,
terrorism financing, or weak regulatory oversight are considered high-risk (Financial Action Task Force, 2020).
vi. Lack of a business rationale: Transactions lacking a legitimate business purpose, such as unexplained

wire transfers or large cash withdrawals, may indicate potential illicit activities (Financial Crimes Enforcement
Network, 2014).
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False or inconsistent information: Providing false or inconsistent identification documents,
addresses, or other personal details during customer onboarding can be a red flag for potential identity theft or
fraudulent activities (Financial Crimes Enforcement Network, 2014).

Large cash transactions: Significant cash deposits or withdrawals exceeding certain thresholds,
especially if they are inconsistent with a customer's profile or business activities, can be indicative of illicit
activities or attempts to avoid reporting requirements (Financial Action Task Force, 2020).

Unusual customer behavior: Behavior that is inconsistent with a customer's profile, such as frequent
changes in transaction patterns, attempts to avoid communication, or reluctance to provide necessary
information, can raise suspicions Financial Crimes Enforcement Network, 2014).

Lack of transparency in beneficial ownership: Transactions involving complex ownership structures
or nominee arrangements, where the true beneficial owner is concealed, may indicate attempts to hide the source
or ownership of funds (Financial Action Task Force, 2020).

3.1 Limitations in Detecting Synthetic Identities.
Anti-Money Laundering Market Size, By Region, 2018 - 2030
(USD Billion)
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Figure 5: Projected market size in Anti-Money Laundering

While traditional red flags used in anti-money laundering (AML) investigations are valuable tools, they have
certain limitations when detecting synthetic identities. These limitations arise due to synthetic identity fraud's
unique characteristics and complexities. Here are some limitations:

1. Use of legitimate information: Synthetic identities often incorporate real personal information, such
as Social Security numbers or dates of birth, which may not trigger traditional red flags. Since these elements
are genuine, they do not raise immediate suspicion during initial verification processes.

2. Gradual establishment of credit history: Synthetic identities are carefully crafted to mimic the
behavior of legitimate individuals. Fraudsters gradually build the creditworthiness of synthetic identities over
time by engaging in seemingly normal financial activities. This gradual and controlled approach makes it
challenging to differentiate them from genuine credit profiles.

3. Fragmented data and lack of connections: Synthetic identities are designed to have fragmented data
distributed across various financial institutions and databases. Without a comprehensive view of the individual's
activities, it becomes difficult to establish connections or detect patterns that could raise suspicion.

4, Limited or no history of illicit activity: Since synthetic identities are created specifically for
fraudulent purposes, they may not have a prior history of illicit activity associated with them. This absence of
red flags or suspicious behavior further complicates their detection using traditional methods.

5. Evolving techniques: Fraudsters continuously adapt their methods to evade detection. As financial
institutions and regulatory authorities become more adept at recognizing traditional red flags, criminals modify
their techniques to bypass those indicators. This constant evolution necessitates ongoing updates and
enhancements to AML detection systems.

6. Lack of shared information: Due to privacy concerns and regulatory constraints, there may be
limitations on the sharing of customer data between financial institutions. This lack of data sharing hampers
connecting the dots and identifying suspicious activities associated with synthetic identities across different
institutions.
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V. Types of Behavioral Analysis Techniques
Behavioural analysis techniques like transaction monitoring, entity resolution, and anomaly detection
significantly impact the detection of synthetic identities and identities created by fraudsters for malicious
purposes.
A Transaction Monitoring: Transaction monitoring entails tracking transactions over a period to
observe patterns or anomalies that may indicate fraudulent activity.

i Unusual transactional behaviour: Synthetic identities might demonstrate atypical patterns of
transactions, like a high number of transactions within a short period or transactions that go against the habits of
real customers.

ii. Structured transactions: Fraudsters could also use structured synthetic identities if they organize the
data about purchases in a particular order to stay under the radar. Transaction monitoring helps reveal these
patterns by checking for consistency and regularity of transactions linked to a specific identity. [14].

B. Entity Resolution: Entity resolution, also known as record linkage or deduplication, involves
identifying and linking related records across disparate datasets to create a unified view of entities. In synthetic
identity detection, entity resolution can help identify inconsistencies or discrepancies in identity information by

i Linking multiple identities to the same individual: Fraudsters may attempt to create synthetic
identities by combining real and fake information or by using variations of the same identity across multiple
accounts. Entity resolution can help identify these linkages by analyzing similarities in personal information
such as name, address, phone number, and social security number.

ii. Identifying identity manipulation: Fraudsters may manipulate identity information by using
variations of the same name or altering personal details to create synthetic identities. Entity resolution can help
detect these manipulations by identifying inconsistencies or discrepancies in the data [15].

C. Anomaly Detection: Anomaly detection involves identifying patterns or events that deviate
significantly from the norm or expected behaviour. In synthetic identity detection, anomaly detection can help
identify unusual or suspicious activities that may indicate the presence of synthetic identities. This includes:

i Abnormal application behaviour: Synthetic identities often exhibit anomalous application behaviour,
such as providing inconsistent or improbable identity information during the account opening process. Anomaly
detection techniques can flag these anomalies by comparing new applications to historical data and identifying
deviations from typical application patterns.

ii. Unusual account behaviour: Once synthetic identities are created, fraudsters may engage in abnormal
account behaviour, such as rapidly building credit profiles or engaging in unusual spending patterns. Anomaly
detection can help detect these behaviours by analyzing account activity and flagging deviations from normal
usage patterns. [16].

V. Case Studies

A variety of studies have been carried out in the area. Some of them are outlined in this section.
Reference [10] examined the challenges of fake attributes in frontal scenarios and proposed a novel method that
detects and mitigates their effects on identity recognition systems. The method is based on proximity-based
approaches and order-of-consensus calculation to identify various fake attributes of different types, including
unknown attacks, strengthening system robustness. The experimental results on face, fingerprint, and voiceprint
data show that the identification accuracy is improved by approximately 13.20% for the integrated forgery
detection, which proves the practical value of the proposed method. On the other hand, potential constraints
include data quality and diversity, computational complexity, and the need for additional validation in extreme
cases. Furthermore, the method's robustness to various attacks demonstrates its use in enhancing identification
security in complex settings.
1. Operation ""Game of Loans" (United States):
In 2018, the U.S. Federal Trade Commission (FTC) conducted Operation "Game of Loans," targeting fraudulent
student loan debt relief schemes. One notable case involved Strategic Student Solutions (SSS), which promised
to reduce or eliminate student loan debt for a fee. SSS targeted individuals with large amounts of student loan
debt, many struggling financially and vulnerable to fraud. Behavioural analysis played a crucial role in
identifying synthetic identities and fraudulent activities associated with SSS. Investigators analyzed patterns of
behaviour among SSS customers, including sudden changes in spending habits, multiple loan applications from
the same IP address, and discrepancies in personal information provided. These behavioural red flags prompted
further investigation into SSS's operations, ultimately leading to legal action by the FTC against the company
for deceptive practices [17].
2. Operation ""Unmasking Tax Fraud" (European Union):
In 2019, Europol conducted Operation "Unmasking Tax Fraud," targeting organized crime groups involved in
VAT fraud across the European Union. One aspect of the operation focused on identifying synthetic identities
used to perpetrate tax fraud schemes. Criminals created synthetic identities using stolen or fabricated personal
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information to fraudulently claim VAT refunds from government authorities. Behavioural analysis techniques,
including transaction monitoring and entity resolution, were employed to identify suspicious patterns of
behaviour indicative of synthetic identity fraud. Investigators analyzed financial transactions associated with
VAT refund claims, looking for anomalies such as unusually large refund amounts, frequent changes in banking
information, and patterns of collusion among seemingly unrelated entities. By leveraging behavioural analysis,
law enforcement agencies were able to uncover sophisticated tax fraud schemes and disrupt criminal networks
operating across multiple jurisdictions [18]

3. Operation ""Tango" (South Africa):

In 2020, South African authorities conducted Operation "Tango," targeting a syndicate involved in fraudulent
VAT refund claims. The syndicate created synthetic identities using stolen personal information to submit false
VAT refund applications to the South African Revenue Service (SARS). Behavioural analysis techniques were
instrumental in identifying suspicious patterns of behaviour among the syndicate members. Investigators
analyzed transactional data associated with VAT refund claims, looking for anomalies such as repetitive filing
patterns, inconsistent business activities, and unusual changes in banking information. By leveraging behavioral
analysis, law enforcement agencies were able to uncover the synthetic identities used in the fraudulent scheme
and dismantle the criminal operation. Several individuals were arrested and charged with tax fraud offences
[19].

4. Operation ""Euro-Fraud' (Europe):

In 2017, European law enforcement agencies conducted Operation "Euro-Fraud," targeting a criminal network
involved in VAT carousel fraud across multiple EU countries. The network utilized synthetic identities to
facilitate fraudulent VAT refund claims on goods traded within the European Union. Behavioural analysis was
crucial in identifying suspicious activities and connections among the network members. Investigators analyzed
transactional data, communication patterns, and financial flows associated with the criminal network, using
advanced behavioral analysis techniques. By identifying anomalies such as sudden spikes in transaction
volumes, circular flows of funds, and patterns of collusion among seemingly unrelated entities, law enforcement
agencies were able to uncover the synthetic identities and disrupt the fraudulent scheme. The operation resulted
in numerous arrests and the seizure of assets linked to the criminal network [20].

5. Operation ""Pan-African' (Multiple African Countries):

In 2019, INTERPOL coordinated Operation "Pan-African," targeting organized crime groups involved in cyber-
enabled financial crimes across multiple African countries. One aspect of the operation focused on identifying
synthetic identities used in online fraud schemes, including romance scams, business email compromise (BEC)
scams, and identity theft. Behavioural analysis techniques, including transaction monitoring and social network
analysis, were employed to detect patterns of fraudulent behaviour and identify synthetic identities across
various online platforms. Investigators analyzed communication patterns, financial transactions, and social
connections among fraudsters to uncover the identities and networks involved in cyber-enabled financial crimes.
Operation "Pan-African™ resulted in numerous arrests and disrupted criminal operations across the continent
[21]. These scenarios highlight the global prevalence of synthetic identity fraud and the effectiveness of
behavioural analysis techniques in identifying fraudulent activities across different regions, including Africa and
Europe.

7 Common challenges faced in using behavioral analysis for AML investigations & Solutions.

Using behavioural analysis for Anti-Money Laundering (AML) investigations can be highly effective, but it also
comes with its own set of challenges. Here are some common challenges faced in employing behavioural
analysis for AML investigations, along with proposed solutions or best practices to overcome them:

a) Data Quality and Integration: A major challenge in behavioural analysis for AML investigations is
the quality and integration of data from disparate sources, including transaction records, customer information,
and external data feeds. Incomplete, inaccurate, or inconsistent data can impede the effectiveness of analysis and
lead to false positives or missed detections [22]. By implementing robust data governance practices, businesses
can ensure data quality, consistency, and accuracy across all sources. To standardize data formats and resolve
discrepancies, it is important to utilize data cleansing techniques, such as data validation and normalization.
Investment in advanced data integration technologies to seamlessly integrate data from various sources and
create a unified analysis view cannot be overlooked [23].

b) Model Interpretability and Explainability: Behavioral analysis models used for AML investigations,
such as machine learning algorithms, may lack interpretability and explainability, making it difficult for
investigators to understand the rationale behind model decisions and trust the results. This can hinder adopting
and accepting behavioural analysis techniques in AML compliance processes [24]. As the global FDP market is
expected to be worth USD 66.6 billion by 2028, stakeholders must prioritize the development of interpretable
and explainable models that provide transparency into the factors influencing model predictions. Use techniques
such as feature importance analysis, model visualization, and model-agnostic interpretability methods to
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enhance the explainability of behavioural analysis models. Additionally, investing in training and education
initiatives to familiarize investigators with the underlying principles and workings of the models has always
proven effective [25].

c) Resource Constraints and Skill Gaps: AML compliance teams may face resource constraints and
skill gaps in implementing and maintaining behavioural analysis techniques. Building and deploying
sophisticated analytical models requires specialized expertise in data science, statistics, and domain knowledge,
which may be lacking within organizations [26]. To cater to this challenge, organizations must Invest in training
and upskilling programs to build the necessary expertise within AML compliance teams. Collaborate with
external partners, such as data analytics firms or consulting agencies, to access specialized skills and resources.
Implement automated tools and platforms that streamline the process of building, deploying, and monitoring
behavioural analysis models, reducing the reliance on manual intervention [27].

d) Regulatory Compliance and Privacy Concerns: Behavioral analysis techniques involve the analysis
of sensitive customer data, raising concerns about regulatory compliance and privacy protection. Regulatory
requirements, such as GDPR and CCPA, impose strict limitations on the collection, storage, and use of personal
data, posing challenges for AML investigations [28]. Prioritize compliance with regulatory requirements and
adhere to industry best practices for data privacy and protection. Implement robust data anonymization and
encryption techniques to safeguard sensitive customer information. Establish clear policies and procedures for
data handling, access control, and data retention to ensure compliance with relevant regulations. Regularly audit
and review data management practices to identify and address potential compliance issues [29].

e) Model Validation and Calibration: Behavioural analysis models used in AML investigations must be
validated and calibrated to ensure their accuracy and reliability in detecting suspicious activities. However,
validating complex analytical models can be challenging due to the dynamic nature of financial transactions and
evolving patterns of money laundering techniques [30]. Implement rigorous model validation procedures,
including back-testing against historical data and conducting scenario-based testing to assess model
performance under different conditions. Utilize statistical techniques such as cross-validation and bootstrapping
to evaluate model robustness and generalization ability. Continuously monitor model performance and calibrate
models as needed to adapt to changing patterns of money laundering behaviour [31].

f) Data Security and Governance: Ensuring the security and governance of data used in the behavioural
analysis for AML investigations is essential to protect against unauthorized access, data breaches, and misuse of
sensitive information. Inadequate data security measures can undermine trust in analytical processes and expose
organizations to regulatory penalties and reputational damage [32]. By implementing robust data security
controls, including encryption, access controls, and data masking techniques, to protect sensitive customer
information from unauthorized access or disclosure. Establish clear data governance policies and procedures to
govern the collection, storage, and use of data, ensuring compliance with regulatory requirements and industry
standards. Regularly audit and assess data security measures to identify and address potential vulnerabilities or
weaknesses [33].

0) Scalability and Performance: As the volume and complexity of financial transactions continue to
increase, scalability and performance become critical considerations in deploying behavioural analysis
techniques for AML investigations. Analyzing large volumes of data in real time requires scalable infrastructure
and efficient algorithms to deliver timely insights and actionable intelligence [34]. Invest in scalable and high-
performance computing infrastructure, such as cloud-based platforms or distributed computing systems, to
process and analyze large volumes of data efficiently. Utilize parallel processing techniques and distributed
computing frameworks to improve processing speed and scalability. Optimize algorithms and analytical
workflows to minimize computational overhead and maximize performance [35].

h) Interoperability and Collaboration: AML investigations often involve collaboration and information
sharing among multiple stakeholders, including financial institutions, regulatory agencies, law enforcement
agencies, and industry partners. However, interoperability challenges, such as incompatible data formats and
disparate systems, can hinder effective collaboration and information exchange [36]. Establish interoperability
standards and protocols to facilitate seamless data exchange and collaboration among stakeholders. Implement
data integration and interoperability solutions that support common data formats and communication protocols,
enabling seamless data sharing and interoperability across disparate systems. Foster partnerships and
collaboration initiatives to promote information sharing and collective efforts in combating money laundering
activities [37].
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8 Regulatory requirements and guidelines related to AML investigations

a) Risk-Based Approach: Financial institutions are expected to adopt a risk-based approach to AML
compliance, which involves assessing the inherent risks associated with their business activities, customers,
products, and geographic locations. When employing behavioural analysis techniques, institutions should tailor
their approach to address the specific AML risks they face. This includes prioritizing resources and efforts on
high-risk areas identified through risk assessments and ensuring that behavioural analysis models are calibrated
to detect suspicious activities aligned with the institution's risk profile [38].

b) Data Privacy and Security: Compliance with data privacy and security regulations is critical when
conducting AML investigations using behavioural analysis techniques. Financial institutions must ensure that
customer data is collected, processed, and stored in compliance with applicable data protection laws, such as
GDPR in the European Union and CCPA in California. This includes implementing robust data security
measures, such as encryption, access controls, and data anonymization, to protect sensitive customer
information from unauthorized access or disclosure. Institutions should also provide transparency to customers
regarding the collection and use of their data for AML purposes and obtain necessary consent where required by
law [39].

c) Transparency and Auditability: Regulatory authorities expect financial institutions to maintain
transparency and auditability in their AML compliance processes, including the use of behavioural analysis
techniques. Institutions should document their methodologies, algorithms, and decision-making processes to
demonstrate the effectiveness and integrity of their AML investigations to regulatory auditors and examiners.
This includes documenting model development and validation processes, data sources and data handling
procedures, as well as the rationale behind model decisions. By providing transparency and auditability,
institutions can enhance regulatory confidence and demonstrate compliance with AML regulations [40].

d) Training and Education: A key aspect of AML compliance is ensuring that staff members involved in
AML investigations, including compliance personnel, investigators, and analysts, receive adequate training and
education. Training programs should cover the principles of AML/CFT regulations, the use of behavioural
analysis techniques, and emerging trends and typologies of financial crime. Staff members should be equipped
with the necessary knowledge and skills to effectively utilize behavioural analysis tools and interpret the results
of AML investigations. Ongoing training and education initiatives are essential to keep staff members informed
about evolving AML risks and regulatory requirements [41].

e) Regulatory Reporting and Documentation: Financial institutions are required to maintain
comprehensive records and documentation of their AML compliance activities, including the results of
behavioral analysis investigations, suspicious activity reports (SARS), and regulatory filings. Institutions should
have robust systems and processes in place to facilitate timely and accurate reporting to regulatory authorities.
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This includes establishing procedures for identifying, investigating, and reporting suspicious activities detected
through behavioural analysis techniques. Adequate documentation ensures that institutions can demonstrate
compliance with regulatory requirements and respond effectively to regulatory inquiries and examinations [42].

9 Synthetic Identity Detection and Behavioral Analysis; Emerging Technologies

Prediction of future trends in synthetic identity detection and behavioural analysis involves considering
advancements in technology, regulatory changes, and evolving patterns of financial crime [43].

1. Advanced Machine Learning and Al:

Future advancements in machine learning and artificial intelligence (Al) are expected to revolutionize synthetic
identity detection and behavioural analysis. As data volumes continue to grow, machine-learning algorithms will
become more sophisticated in identifying subtle patterns indicative of synthetic identities or suspicious activities
[44].

Generative Adversarial Networks (GANs): GANs can generate synthetic data to augment training
datasets for machine learning models, improving their accuracy and robustness in detecting synthetic identities.

Reinforcement Learning: Reinforcement learning techniques enable adaptive and self-learning
systems that continuously evolve and improve their detection capabilities based on feedback from real-world
data.

2. Blockchain and Distributed Ledger Technology (DLT):

Blockchain and DLT hold promise for enhancing synthetic identity detection by providing immutable and
transparent records of identity-related transactions. These technologies can create secure and “tamper-proof”
identity management systems, enhancing trust and transparency in identity verification processes [45].

Self-sovereign identity (SSI): SSI solutions based on blockchain enable individuals to maintain
control over their identity information and selectively share it with trusted parties, reducing the risk of identity
theft and synthetic identity fraud.

Blockchain-based Identity Verification Platforms: These platforms streamline identity verification
by securely verifying and validating identity credentials in real time, enhancing the efficiency and accuracy of
the process.

3. Biometric Authentication and Behavioral Biometrics:

Biometric authentication technologies, including behavioural biometrics, are expected to become more prevalent
in identity verification processes. Behavioural biometrics provide continuous authentication based on user
behaviour patterns, enhancing security and fraud prevention capabilities [46].

Multimodal Biometric Systems: These systems combine multiple biometric modalities, such as
fingerprint and facial recognition, with behavioural biometrics to provide more robust authentication solutions

Gait Recognition, Keystroke Dynamics, and Mouse Dynamics: These emerging technologies serve
as additional behavioural biometric indicators to enhance authentication accuracy and granularity.

4, Regulatory Evolution and Collaboration:

Regulatory frameworks governing AML compliance and identity verification will evolve in response to
emerging threats and technological advancements. Increased collaboration among regulators, financial
institutions, and technology providers will be crucial for addressing new challenges and ensuring effective
regulatory compliance [47].

Regulatory Sandboxes and Innovation Hubs: These initiatives facilitate experimentation and
adoption of emerging technologies in AML compliance and identity verification by providing a controlled
environment for testing innovative solutions.

RegTech and SupTech: Regulators leverage these technologies to enhance supervision and oversight
of financial institutions, enabling more efficient and effective regulatory compliance
5. Enhanced Data Analytics Techniques: Innovations in data analytics techniques, such as network
analysis, graph theory, and natural language processing, will play a significant role in detecting synthetic
identities and behavioural anomalies. These techniques enable organizations to uncover hidden relationships,
detect subtle patterns, and extract valuable insights from diverse datasets, including structured and unstructured
data.

6. Behavioral Biometrics and User Authentication: Behavioral biometrics, such as keystroke
dynamics, mouse movements, and voice recognition, are emerging as powerful tools for user authentication and
fraud detection. By analyzing users' unique behavioural traits, organizations can verify identities, detect
impersonation attempts, and prevent fraudulent activities in real-time.

7. Regulatory Focus on AML and KYC Compliance: Regulatory authorities are expected to continue
strengthening AML and Know Your Customer (KYC) regulations to address evolving money laundering
threats, including synthetic identity fraud. Financial institutions will need to invest in robust AML/KYC
compliance programs, advanced technologies, and risk-based approaches to meet regulatory requirements and
mitigate financial crime risks effectively.
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10 Our Work at Prembly

As a leading provider of security and compliance solutions, Prembly specializes in creating user-friendly, Al-
powered infrastructure and software for Identity Verification and Fraud Prevention/Detection. Our market
solutions empower digital businesses in emerging markets to safely acquire and onboard customers, facilitating
seamless transactions across borders without restrictions. Over the years, through our flagship product,
Identitypass, we have provided numerous businesses with identity verification solutions. During this time, we
have encountered attempts by fraudsters to bypass our biometric technologies using fake identities sourced
online. However, thanks to our advanced machine learning algorithms, we have been able to swiftly detect and
flag these attempts.
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With Identityradar, businesses can now conduct comprehensive security checks on their customers'
identities. This includes PEP (Politically Exposed Persons) and sanction screenings, intelligence screening,
AML and CTF checks, and transaction monitoring. By leveraging high-level technological architecture and
extensive behavioural analysis, Identityradar helps businesses safeguard their platforms from synthetic
identities, ensuring a secure and trustworthy environment. For more information, visit: www.prembly.com
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