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Abstract 

Modern supply chains face new challenges, including delivery speed, quality, service, and cost. Supply chain 

data include the product ID (SKU), shipping origin, receiving entity, shipping date, receiving date, quantity, 

cost per item, and total cost, to name a few. Traditional supply chain models such as the continuous flow, agile, 

fast chain, flexible, and efficient chain models must be automated and developed into digital models to meet 

current and future challenges. At the heart of all these models is a tracking system that looks at the movements 

of components, products, and services through the production, from raw materials to finished products to 

consumers. Supply chain data needs to be stored in a secure and immutable ledger that cannot be tampered 

with. Blockchain is an up-and-coming digital technology that has the potential to revolutionize the supply chain. 

This paper conceives, designs, and implements a blockchain-based digital model for a supply chain application. 

The model should serve as an aid to supply chain visibility and product tracing, and it should help streamline 

transactions and speed up the flow of information. We apply our model to real-life supply chain dataset, and we 

discuss different activities to prepare the dataset for the blockchain model. We also compare the blockchain 

model to traditional SQL databases as well as Google Big Query (GBQ) model. 
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I. Introduction 

The complexity of the supply chain leads to supply chain data management issues. The supply chain 

databases built in traditional tools such as MySQL and Google Big Query suffer from a lack of security, 

transparency, low constructing and processing speed, inconvenience in data managing and tracking, and high 

construction and operational costs.  

Blockchain has been used successfully by cryptocurrencies, Bitcoin, in particular. As it demonstrated its 

ability in decentralization, companies have explored its use in the supply chain. Blockchain has shown 

promising transparency, safety, and efficiency results compared to traditional centralized databases. Blockchain 

has not been applied in the supply chain. 

Using the data source from a biomedical company, we will explore the differences between a 

Blockchain database and a centralized one by using an open-sourced Blockchain platform and Google Big 

Query. The results will provide more clarity on the benefits of Blockchain and potentially have long-lasting 

effects across all supply chains. 

 

II. Background research 

Blockchain is essentially a public database consisting of connected ledgers. A "Block" refers to data 

and state being stored in sequential batches or "blocks." Moreover, "chain" refers to the chronological order of 

blocks. After the first block, called the Genesis block, is created, the next block is added. Blocks created earlier 

get added to the chain first. A block’s data cannot be changed without changing all subsequent blocks, which 

would require the consensus of the entire network. [1] 

Each party within the system has its ledger, and the ledgers communicate and check with each other. 

When an action occurs, the two participating parties each record the action, and then the record is communicated 

with everyone across the system. The "chain" can be viewed as a line that stretches as more actions occur. 

When people think of blockchain technology, the first thing that comes to mind may be the financial 

sector or Bitcoin (peer-to-peer financial transaction system). This thinking would make sense as blockchain 

technology specializes in security and transparency, and there are hundreds of billions of financial transactions 

every day throughout the world. However, blockchain technology can be used by many different sectors, one 

being supply-chain. "Currently, blockchain technology is applied to various financial fields, including business 

services, settlement of financial assets, prediction markets, and economic transactions [2]. Blockchain is 

expected to play an essential role in the sustainable development of the global economy, bringing benefits to 

consumers, the current banking system, and the whole society in general [3]." Other significant sectors that use 
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Blockchain are Healthcare, government (voting, taxes, record management), and Big Data/Cybersecurity. These 

different sectors need the best security for valuable and sensitive user data. Blockchain in all use-cases results in 

operational improvements, more transparency and security, and many other benefits. Based upon the indented 

use of the Blockchain, three different generations of blockchains can be distinguished, at least so far. 

"Blockchain 1.0 which includes applications enabling digital cryptocurrency transactions (Bitcoin); Blockchain 

2.0, which has smart contracts and a set of applications extending beyond cryptocurrency transactions 

(Ethereum); and Blockchain 3.0, which includes applications in areas beyond the previous two versions, such as 

government, health, science, IoT, and Ethereum 2.0 or Solana [4]" 

A challenge to Blockchain is the speed of distribution. Because of the physical distance and difference 

in internet speed between users, they receive the record at a different rate, creating a discrepancy in the overall 

record. This problem is solved by limiting the speed of creating a new "block" or record. To create a new block, 

we need to crack a code by brute force (trying the number one-by-one for a considerable combination, for 

example, a 2^72 number combination). As the speed of block creation remains low, fewer records are 

distributed, and the order in which every user receives the record remains organized. 

Even though keeping the speed of the creating blocks low helps keep the chain organized, that alone is 

not enough because the chain consists of blocks added sequentially. It takes a long time to generate new blocks 

when the chain splits into different lines because the sequence is inconsistent. The longest chain is commonly 

accepted to keep adding on new blocks. 

The limit on the creation of new blocks makes faking blocks impossible. For a user to fake a block, 

they need to create the longest chain among all users to be accepted into adding new blocks. The user needs to 

have a faster computational power than all other users combined. As common sense, a single user's 

computational power would not exceed everyone else. 

Based on the nature of the blockchain system, cryptocurrencies are created so that each user who 

creates or discovers a new block is rewarded a certain amount of the cryptocurrency. Essentially, users are 

rewarded for increasing the length of the chain by creating new blocks, which means a sacrifice of time and 

computational power to crack the code by brutal force. 

In an article published in Harvard Business Review, Gaur and Gaiha give an example of simple 

transactions to illustrate the differences between conventional record-keeping and Blockchain in the supply 

chain. A retailer sources a product from a supplier, and a bank provides money for the supplier. In conventional 

record-keeping, a party is not aware of the records of interactions between the other two parties. However, 

Blockchain can solve the problem because every party can view the blocks along the sequential chain. [5] 

 

III. Advantages and Challenges of using of Blockchain 

Blockchain is transparent, safe, and efficient. In supply chain applications, it can: 1. enhance 

traceability, 2. increase efficiency, speed, and reduce disruptions, 3. improve financing, contracting, and 

international transactions, according to studies done by Gaur and Gaiha. [5] However, there are challenges to the 

supply chain blockchain applications. While cryptocurrencies operate on computers and the internet, the supply 

chain requires hardware compliance to provide the data for the Blockchain. Integrating blockchain technology 

into the supply chain may require a high cost for companies to meet the compliance requirements. 

While Blockchain is a new and upcoming technology, several challenges must be overcome before 

becoming mainstream. Some of the main challenges Blockchain faces are technical issues, organizational 

challenges, and environmental concerns. The technical issues blockchain faces are a "lack of scalability, lack of 

interoperability, stand-alone projects, difficult integration with legacy systems, complexity and lack of 

blockchain talent." [6 - 9]. Blockchain must be addressed to be used on a larger scale. Existing transaction 

networks are much more efficient at handling transactions, the credit card companyVisa, for example, can 

process more than 2000 transactions per second. However, the two largest blockchain networks, Bitcoin and 

Ethereum, are far behind in transaction speeds. While the Bitcoin blockchain can process three to seven 

transactions per second, Ethereum can handle approximately 20 transactions in a second." [6]. This problem will 

not matter for private blockchain networks but for more extensive scaled operations. Another critical challenge 

is making it easier for corporations to integrate Blockchain into their existing systems. There is a lack of skilled 

developers able to do this, and there are many high incidences of data loss and breaches, which discourages 

companies from switching to Blockchain. A significant problem facing many corporations is the lack of 

regulations regarding Blockchain, and there is no centralized regulatory structure.[6] Something which may 

hinder the growth of Blockchain in the future is the vast amount of energy that is consumed by computers to run 

Blockchain. Since climate change is an ever-growing problem, creating an energy-efficient way to produce 

Blockchain. 
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1 Existing Solutions of Blockchain Applications in Supply Chain 

Blockchain is an emerging technology, and only some of the largest companies have tried 

implementing Blockchain in supply chain. Many projects and proof of concept have been created in the past 

years and are expected to finish launching in two years. 

TrustChain Jewelry is one of those proof of concept [10]. TrustChain is a blockchain initiative focused 

on the end-to-end supply chain of gold and gemstones. Their objective is to give confidence to consumers that 

their work is entirely ethical and that there is no need to worry about forced labor or fraudulent gems. Since 

Blockchain is one of the safest ways to store information and track it back in time, this is one of the great uses 

for tracking products, ensuring it is ethical and accurate.  

One of the most prominent companies in this new initiative of Blockchain is IBM. They are creating a 

new branch, specifically dedicated to their new blockchain services to other companies such as Walmart and 

Ford [10]. Walmart is planning on using the IBM blockchain to create projects and proof of concepts inside their 

supply chain structure, to increase the traceability of some of their products. This includes tracing the origins of 

mangoes, tracking the pork supply in the company's stores in China, and collaborating with other companies to 

find a blockchain solution to pharmaceutical products’ supply chain traceability. On the side of Ford, they are 

teaming up with IBM to create a blockchain that will help them ensure the ethical procurement of cobalt, a 

mineral that is increasing in use for the production of electric cars batteries [10]. Blockchain is slowly but 

steadily becoming the new standard for data storing and databases inside many big companies. Future proof of 

concepts, these examples mentioned here are just the general uses. Better traceability, ethical procurement, and 

end-to-end visibility are just some of the uses we have been able to identify, and we are sure there are many 

more to come. 

We decided to look into private blockchains because businesses do not want to keep confidential data 

on a public blockchain like Ethereum. During our research, we found Hyperledger Fabric, an IBM-created 

platform. As a permissioned blockchain network, Hyperledger can solve this problem, and it offers the facility 

to create a blockchain application maintaining the privacy of the organization's information. Hyperledger is 

coded primarily on Java or Golang languages. Hyperledger has strict control over accessibility for users; only 

people granted access can create new blocks or see the data, which means it is highly secure. We learned that 

Walmart wanted to create a way to track where they get their food to stop an outbreak of food-borne disease, so 

they decided to create a food traceability system on Hyperledger fabric[10]. Walmart "ran two proof of concept 

projects to test the system. One project was about tracing mangos sold in Walmart's US stores, and the other 

aimed to trace pork sold in its China stores. The Hyperledger Fabric blockchain-based food traceability system 

built for the two products worked. For pork in China, it allowed uploading certificates of authenticity to the 

Blockchain, bringing more trust to a system where that used to be a serious issue. Furthermore, for mangoes in 

the US, the time needed to trace their provenance went from 7 days to… 2.2 seconds!" [10] 

In addition to IBM blackchain platform, there is Tradelines platform. Tradelines is a blockchain 

application built on IBM Hyperledger. Trade lens is an interconnected ecosystem of supply chain partners - 

cargo owners, ocean and inland carriers, freight forwarders and logistics providers, ports and terminals, customs 

authorities, etc. [11]. Tradelines Focus is on digitizing information and exchange between the different parts of a 

supply chain. The goal is to access a supply chain and logistics network with over half of global container 

shipping volume data coverage. It runs on a permission matrix and Blockchain, ensuring every party to a 

shipment has access only to their information and a secure audit trail of transactions. It is a global platform built 

on open source technology and publicly-available APIs. Many companies across the world are currently using 

tradelines. The Abu Dhabi board of customs just joined the organization and plans on fully digitalizing all 

shipments going through their ports. [12] This plan will allow the authorities who receive the cargo to see all 

information on shipments from before they were loaded onto the ships. Blockchain authenticates the information 

to trust that the information is accurate.  

 

2 An Example 

Our goal is to create a prototype blockchain for a supply chain application. We utilize a dataset of 

shipment of medical supplies. We have used some technical tools to analyze and understand the dataset first. 

These tools include workflow diagrams and Gantt charts, database. The dataset is stored in a flat file in csv 

format. Our first task was to convert that flat file into a traditional relational database, with the goal of 

comparing the operations of using a traditional database design and a blockchain design.  

These workflow diagrams were primarily used to create a database schema that would form the basis of 

the traditional database we would be working on in Google BigQuery and understanding the data functionality 

for its use during the blockchain implementation. We also used a workflow diagram better to understand the use 

and function of our Blockchain and the approach we will be taking.  

We also relied on Excel to help us clean up and organize the preliminary data before implementation in 

both database systems for BigQuery and our Blockchain. As for BigQuery, we are expected to be using SQL 

code to create the back-end of the database, tables, relational data, and functionalities. For our Blockchain, we 
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will be approaching it in the Python and Java coding languages.  

 

3 Supply Chain Dataset 

The records the dataset is of medical supplies deliveries to different countries. This supply chain 

dataset contains 10,325 records and 33 attributes, which provide information about the product, suppliers, 

shipping, and price. Table 1 demonstrates the attributes of this dataset. our first task is to clean up the dataset by 

adding headers, converting the flat file into multiple tables, among other activities.  

 

 
   Table 1. attributes of the supply chain dataset 

 

Data Manipulation using Google Bigquery 

A traditional database is built here to demonstrate the process of building a traditional database and its 

function, with the goal of comparing a traditional database with the blockchain database in terms of safety, 

speed, transparency based on their construction process and functions. We create the traditional database in 

Google Bigquery (GBQ), an online platform that supports querying using ANSI SQL. Figure 1 demonstrates the 

process of data manipulation in GBQ. First, we transfer the data sources from Google Sheets into Google 

Bigquery. Based on the data attributes, we determined the design for the traditional database and developed an 

entity-relationship diagram (ERD) for the supply chain database shown in Figure 2. 
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Figure 1: Flowchart of Data Manipulation in GBQ  

 

 
Figure 2: Entity-relationship Diagram 

Based on the entity-relationship diagram, several tables are created from the original tables in Google Bigquery 

using queries. The team created the database tables in GBQ using the following queries. 
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Create Original_DatabaseTable From Main Table: 

CREATE OR REPLACE TABLE  `directed-method-
338916.Capstone_Team_4_development.Origional_Database`  
AS 

SELECT  
    Product_Group 

    ,Vendor 
    ,Shipment_Mode 

    ,Sub_Classification 

    ,Item_Description 

    ,Molecule_Test_Type 

    ,Brand 

    ,Manufacturing_Site 

    ,Dosage 

    ,Dosage_Form 

    ,Pack_Price 

    ,Unit_Price 

FROM `directed-method-338916.Capstone_Team_4_development.Origional_Database` 
GROUP BY 1,2,3,4,5,6,7,8,9,10,11,12 

ORDER BY 1,2,3,4,5,6,7,8,9,10,11,12 

; 
  

Create Client Table: 

CREATE OR REPLACE TABLE  `directed-method-338916.Capstone_Team_4_development.Client`  
AS 

SELECT  
    b.Country AS Client_Country 

    ,ROW_NUMBER() OVER() AS Client_ID 

FROM UNNEST((SELECT SPLIT(FORMAT("%20000s", ""),'') AS h FROM (SELECT NULL))) AS pos 

    ,`directed-method-338916.Capstone_Team_4_development.Origional_Database`  b 

GROUP BY 1 

; 
Create Vendor Table: 

CREATE OR REPLACE TABLE  `directed-method-
338916.Capstone_Team_4_development.Vendor`  
AS 

SELECT  
    b.Vendor AS Vendor_Name 

    ,ROW_NUMBER() OVER() AS Vendor_ID 

FROM UNNEST((SELECT SPLIT(FORMAT("%20000s", ""),'') AS h FROM (SELECT NULL))) AS pos 

    ,`directed-method-338916.Capstone_Team_4_development.Origional_Database`  b 

GROUP BY 1 

; 
Create Shipment Table: 

CREATE OR REPLACE TABLE  `directed-method-
338916.Capstone_Team_4_development.Shipment`  
AS 

SELECT  
    b.Shipment_Mode AS Shipment_Mode 

    ,ROW_NUMBER() OVER() AS Shipment_ID 

FROM UNNEST((SELECT SPLIT(FORMAT("%20000s", ""),'') AS h FROM (SELECT NULL))) AS pos 

    ,`directed-method-338916.Capstone_Team_4_development.Origional_Database`  b 

GROUP BY 1 

; 
  

Create Product Table: 

CREATE OR REPLACE TABLE  `directed-method-
338916.Capstone_Team_4_development.Product`  
AS 

SELECT  
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    b.Product_Group AS Product_Group 

    ,b.Sub_Classification AS Product_classification 

    ,b.Item_Description AS Product_description 

    ,Molecule_Test_Type AS Product_test_type 

    ,Brand AS Product_brand 

    ,Dosage AS Product_dosage 

    ,Dosage_Form AS Product_dosage_form 

    ,ROW_NUMBER() OVER() AS Product_ID 

FROM UNNEST((SELECT SPLIT(FORMAT("%20000s", ""),'') AS h FROM (SELECT NULL))) AS pos 

    ,`directed-method-338916.Capstone_Team_4_development.Origional_Database`  b 

GROUP BY 1,2,3,4,5,6,7 

; 
  

Create Product_Order Table: 

CREATE OR REPLACE TABLE  `directed-method-338916.Capstone_Team_4_development.Order`  
AS 

SELECT  
    b.Client_ID AS Client_ID 

    ,c.Product_ID AS Product_ID 

    ,e.Vendor_ID AS Vendor_ID 

    ,d.Unit_of_Measure__Per_Pack_ AS Order_Unit_of_Measure 

    ,d.Line_Item_Quantity AS Order_Line_Item_Quantity 

    ,d.Line_Item_Value AS Order_Line_Item_Value 

    ,d.Pack_Price AS Order_Pack_Price 

    ,d.Unit_Price AS Order_Unit_Price 

    ,d.First_Line_Designation AS Order_First_Line_Designation 

    ,d.Weight__Kilograms_ AS Order_Weight 
    ,d.Freight_Cost__USD_ AS Order_Freight_Cost 
    ,d.Line_Item_Insurance__USD_ AS Order_Line_Item_Insurance 

    ,ROW_NUMBER() OVER() AS Order_ID 

FROM `directed-method-338916.Capstone_Team_4_development.Origional_Database`  d 

,UNNEST((SELECT SPLIT(FORMAT("%20000s", ""),'') AS h FROM (SELECT NULL))) AS pos 

LEFT JOIN `directed-method-338916.Capstone_Team_4_development.Client`  b 

    ON b.Client_Country=d.Country  
LEFT JOIN `directed-method-338916.Capstone_Team_4_development.Product`  c 

    ON d.Product_Group = c.Product_Group 

    AND d.Sub_Classification = c.Product_classification 

    AND d.Item_Description = c.Product_description 

    AND d.Molecule_Test_Type = c.Product_test_type 

    AND d.Brand = c.Product_brand 

    AND d.Dosage = c.Product_dosage 

    AND d.Dosage_Form = c.Product_dosage_form 

LEFT JOIN `directed-method-338916.Capstone_Team_4_development.Vendor`  e 

    ON d.Vendor=e.Vendor_Name 

GROUP BY 1,2,3,4,5,6,7,8,9,10,11,12 

; 
  

Create Client_Shipment Table: 

CREATE OR REPLACE TABLE  `directed-method-
338916.Capstone_Team_4_development.Client_Shipment`  
AS 

SELECT  
    b.Client_ID AS Client_ID 

    ,c.Order_ID AS Order_ID 

    ,e.Shipment_ID AS Shipment_ID 

    ,d.ASN_DN__ AS Client_Shipment_number 
    ,d.Scheduled_Delivery_Date AS Client_Shipment_Scheduled_Delivery_Date 

    ,d.Delivered_to_Client_Date AS Client_Shipment_Delivered_to_Client_Date 

    ,d.Delivery_Recorded_Date AS Client_Shipment_Delivery_Recorded_Date 

    ,d.Fulfill_Via AS Client_Shipment_Fulfill_Via 
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    ,d.Vendor_INCO_Term AS Client_Shipment_Vendor_INCO_Term 

    ,ROW_NUMBER() OVER() AS Client_Shipment_ID 

FROM `directed-method-338916.Capstone_Team_4_development.Origional_Database`  d 

,UNNEST((SELECT SPLIT(FORMAT("%20000s", ""),'') AS h FROM (SELECT NULL))) AS pos 

LEFT JOIN `directed-method-338916.Capstone_Team_4_development.Client`  b 

    ON b.Client_Country=d.Country  
LEFT JOIN `directed-method-338916.Capstone_Team_4_development.Order`  c 

    ON d.Unit_of_Measure__Per_Pack_ = Order_Unit_of_Measure 

    AND d.Line_Item_Quantity = Order_Line_Item_Quantity 

    AND d.Line_Item_Value = Order_Line_Item_Value 

    AND d.Pack_Price = Order_Pack_Price 

    AND d.Unit_Price = Order_Unit_Price 

    AND d.First_Line_Designation = Order_First_Line_Designation 

    AND d.Weight__Kilograms_ = Order_Weight 
    AND d.Freight_Cost__USD_ = Order_Freight_Cost 
    AND d.Line_Item_Insurance__USD_ = Order_Line_Item_Insurance 

LEFT JOIN `directed-method-338916.Capstone_Team_4_development.Shipment`  e 

    ON d.Shipment_Mode=e.Shipment_Mode 

GROUP BY 1,2,3,4,5,6,7,8,9 

; 
  

Create Order_SCMS Table: 

CREATE OR REPLACE TABLE  `directed-method-
338916.Capstone_Team_4_development.Order_SCMS`  
AS 

SELECT  
    b.Client_ID 

    ,e.Shipment_ID 

    ,c.Client_Shipment_ID 

    ,d.Project_Code AS Order_SCMS_Project_Code 

    ,d.PO___SO__ AS Order_SCMS_PO 

    ,d.PO_Sent_to_Vendor_Date AS Order_SCMS_PO_Sent_to_Vendor_Date 

    ,d.PQ__ AS Order_SCMS_PQ 

    ,d.PQ_First_Sent_to_Client_Date AS Order_SCMS_PQ_First_Sent_to_Client_Date 

    ,d.Managed_By AS Order_SCMS_Managed_By 

    ,ROW_NUMBER() OVER() AS Order_SCMS_ID 

FROM `directed-method-338916.Capstone_Team_4_development.Origional_Database`  d 

,UNNEST((SELECT SPLIT(FORMAT("%20000s", ""),'') AS h FROM (SELECT NULL))) AS pos 

LEFT JOIN `directed-method-338916.Capstone_Team_4_development.Client`  b 

    ON b.Client_Country=d.Country  
LEFT JOIN `directed-method-338916.Capstone_Team_4_development.Shipment`  e 

    ON e.Shipment_Mode=d.Shipment_Mode 

LEFT JOIN `directed-method-338916.Capstone_Team_4_development.Client_Shipment`  c 

    ON d.ASN_DN__ = c.Client_Shipment_number 
    AND d.Scheduled_Delivery_Date = c.Client_Shipment_Scheduled_Delivery_Date 

    AND d.Delivered_to_Client_Date = c.Client_Shipment_Delivered_to_Client_Date 

    AND d.Delivery_Recorded_Date = c.Client_Shipment_Delivery_Recorded_Date 

    AND d.Fulfill_Via = c.Client_Shipment_Fulfill_Via 

    AND d.Vendor_INCO_Term = c.Client_Shipment_Vendor_INCO_Term 

GROUP BY 1,2,3,4,5,6,7,8,9 

; 
Figure 3 shows the database tables schema created in Google Cloud for the supply chain data 
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Figure 3: Screenshot of Database in Google Bigquery 

 

4 Data Analysis using Google Bigquery 

After the whole traditional database was built in GBQ, the team wrote several queries to demonstrate the 

functions of GBQ, such as retrieving data, changing data, sorting the data, and calculating the data. 

GBQ Database Queries for Analytics 

--Top 10 Countries  
SELECT  
    Country 

    ,COUNT(Country) AS Country_COUNT 

FROM `directed-method-338916.Capstone_Team_4_development.Origional_Database`  
GROUP BY 1 

ORDER BY 2 DESC 

LIMIT 10 

; 
  

--Top 10 Manufacturing_Site 

SELECT  
    Manufacturing_Site 

    ,COUNT(Manufacturing_Site) AS Manufacturing_Site_COUNT 

FROM `directed-method-338916.Capstone_Team_4_development.Origional_Database`   
GROUP BY 1 

ORDER BY 2 DESC 

LIMIT 10 

; 
  

--Total Pack Price for Top 15 Countries 

SELECT  
    Country 

    ,SUM(Pack_Price) AS Total_Pack_Price  
FROM `directed-method-338916.Capstone_Team_4_development.Origional_Database`  
GROUP BY 1 

ORDER BY 2 DESC 

LIMIT 15 

; 
  

--First Line Designation  
SELECT  
    COUNT( 
        CASE 
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            WHEN First_Line_Designation IS TRUE THEN  First_Line_Designation 

            ELSE NULL 

        END 

    ) AS IsFirstLineDesgination 

    ,COUNT( 
        CASE 

            WHEN First_Line_Designation IS NOT TRUE THEN  First_Line_Designation 

            ELSE NULL 

        END 

    ) AS IsNotFirstLineDesgination 

FROM `directed-method-338916.Capstone_Team_4_development.Origional_Database`  
; 
  

--Shipment Mode Percentage 

SELECT 

    Shipment_Mode 

    ,SAFE_DIVIDE(Shipment_count,Total)*100 as Pencentage 

FROM ( 
    SELECT  
        Shipment_Mode 

        ,COUNT(Shipment_Mode) AS Shipment_count 
        ,SUM(COUNT(Shipment_Mode)) OVER() AS Total 
    FROM `directed-method-338916.Capstone_Team_4_development.Origional_Database`   
    GROUP by Shipment_Mode 

)  
ORDER BY 2 DESC 

; 
  

--Shipment Mode and Pack Price 

SELECT  
    Shipment_Mode 

    ,AVG(Pack_Price) AS Average_Pack_Price 

FROM `directed-method-338916.Capstone_Team_4_development.Origional_Database`  
GROUP BY 1 

ORDER BY 2 DESC 

; 
 
After going through all the building processes and testing the functions of GBQ, the team concluded the pros 

and cons of a traditional database in GBQ. The advantages of a traditional database in GBQ are that it is easy to 

build and update the tables. People can do some calculations and data analysis inside the database using queries. 

However, the traditional database has many safety, transparency, and speed shortcomings. For example, people 

cannot track and find the people who made the changes to the data. 

 

Moreover, joining multiple tables together will lead to low running speed. In conclusion, the traditional database 

in GBQ has a good performance in data manipulation and data analysis. However, like all the traditional 

databases, the GBQ database has data security and transparency limitations.  

 

Data Visualization 

The data visualization explores the relationship between countries, shipment methods, manufacturing 

sites, and pack price. Data analysis aims to get familiar with the supply chain dataset.   

There are 15 countries as the shipping destinations in this dataset. Figure 4 is the map graph showing the 

top 15 countries with the maximum total pack price. From Figure 4, most of the products are shipped to 

southern Africa. On the other hand, the manufacturing sites and shipping origins are primarily located in Europe 

and Asia. Figure 5 shows the top 10 manufacturing sites with the most cases. Aurobindo Unit III in India 

produces the most products. Moreover, there are four mean shipment methods, and air has the highest mean 

pack price, according to Figure 6.  
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Figure 4: Top 15 counties with total pack price 

 

 
Figure 5: Top 10 manufacturing sites with most cases 



Developing a Blockchain Model for Supply Chain  

www.ijres.org                                                                                                                                               92 | Page 

 
Figure 6: Shipment vs. Mean Pack Price 

 

IV. Developing the Blockchain Model 

1. Creating the Model 

 

After completing Capstone 1, the team investigated a few different Blockchain platforms to see which 

would be best for our project. We first looked at a private Blockchain solution, as businesses often do not want 

to keep confidential data on a public Blockchain like Ethereum. During our research, we found Hyperledger 

Fabric, an IBM-created platform [10]. As a permissioned Blockchain network, Hyperledger can solve many of 

our project’s problems. It also offers the facility to create a Blockchain application maintaining the privacy of 

the organization's information. Hyperledger is coded primarily on Java or Golang languages. Hyperledger has 

strict control over accessibility for users; only people granted access can create new Blocks or see the data, 

which means it is highly secure. Walmart ran a “proof of concept” project on the Hyperledger system to track 

the origin of mangos in stores. The result of the experiment was the time needed to trace their provenance going 

from 7 days to 2.2 seconds! [10]. Our team focused on Hyperledger for a few weeks until meeting with 

Professor Sarathy during one of our Design Reviews. He advised us to look into Tradelens, a Blockchain 

application built on IBM Hyperledger. Tradelens is an interconnected ecosystem of supply chain partners - 

cargo owners, ocean and inland carriers, freight forwarders and logistics providers, ports and terminals, customs 

authorities, etc. [11]. The focus of Tradelens is on digitizing information and exchange between the different 

parts of a supply chain. The goal is to access a supply chain and logistics network with over half of the coverage 

of global container-shipping-volume data. It runs on matrix and Blockchain, ensuring every party to a shipment 

has access only to their information and a secure audit trail of transactions. It is a global platform built on open-

source technology and publicly available APIs. 

 

After our research, we decided that to best compare traditional supply chain methods and results (GBQ) 

to a Blockchain ledger, we should create our own basic Blockchain using Python as the back end and a 

graphical user interface that demonstrates how the Blockchain works using the Go programming language. The 

team created this Blockchain using open-source code and original code to best satisfy this project’s needs.  

 

This section will present how we developed our Blockchain, the creation and initialization of the 

‘Block’ class, and other significant functions. Each Block that the team created contains five separate variables. 

These variables are 1. the ID, 2. the time of creation, 3. the hash of the Block, 4. the hash of the previous Block, 

and 5. the transaction data. To get a realistic representation of Blockchain data, we imported three separate 

third-party libraries. The first library is DateTime, which records the current date and time. The second library is 

Hashlib, which creates a hash for each Block and encrypts the transaction data. Lastly, pandas was imported to 

read and write from the supply chain transactions Excel file. The team had to set the value of each Block the 

team would create from here. The timestamp variable is set to the exact time of creation. The hash for each 

Block is created by a hash Block function, which uses Hashlib to encrypt the Block’s content. For the data 

variable, the team imported the Excel file of supply chain transactions and created a function in the program to 

read the transaction values by row. The team then set all the Excel cell values to string variables within the 
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program and concatenated them to create a readable output for the user. After selecting the data variable of the 

upcoming Block to the current row of Excel file values read, the program would then create the Block. Then, the 

team increased the last read Excel file row index by one and repeated the process for the next Block. 

 

 

Below, we’ll detail the steps of the coding process along with screenshots. 

 

Steps to build our blockchain backend: 

1. Import the datetime, hashlib, and pandas libraries 

 
 

2. Create the Block class and initialization method (which each block created refers to) 

 
 

3. Define the hashblock method, which encrypts the data in each block 

 
 

4. Create the genesisblock and newblock methods, which generate the first block and any other blocks 

 
 

5. Define separate variables, including the blockchain that we will create 
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6. Define a method to create a .txt file for the output of the blockchain 

 
 

7. Create a for loop which loops through as many Excel rows as needed and creates blocks for each row 

of data  

 
 

8. This is the end of the for loop, where the index in which it reads the Excel file row increases by one, 

and the value of each block is written/printed  

 
 

11. Implementing the Blockchain Model 

 

A user interface has been built to demonstrate how the user interacts with the Blockchain database. 

After conducting several types of research online, we have decided to build the user interface based on an open-

source code called “one-year-old baby blockchain”. The backend of the user interface was built using Go, a 

programming language commonly used for Blockchain. It has better speed, endurance, and security 

performance than other programming languages like Python and JavaScript. And the frontend was built using 

JSON, a programming language that is commonly used in building the frontend. Figure 7 is the high-level view 

of the user interface. User data is sent from the Webpage to the backend. Then, the backend will generate the 

Blocks and send the Block information, including block ID, hash, previous hash, and timestamp, to the frontend. 

Finally, the frontend will display a new block on the Webpage. 
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Figure 7: Frontend code structure 

 

Our back end was built in Python using a combination of original code and open-source code. The 

open-source code we used focused on encryption and creating the blockchain. We added other capabilities to 

meet our requirements, such as a search function and reading from an Excel file with over 10,000 rows of 

transactions. Ledger.py is the python file that runs the program and has all the code in our project. Test.txt is a 

file that is created once the program is done running with the output of the blockchain. 

 

Based on the open-source code, the team edited the files and folders, marked in yellow and shown in 

Figure 7. The backend was built using Go, software commonly used for Blockchain. It has better speed, 

endurance, and security performance than other programming languages like Python and JavaScript. Operation 

go, server.go and structures.go are the three primary files in the back-end. Operations.go generates blocks by 

creating a hash based on the previous hash. Server.go connects the backend to the frontend. Structures.go 

creates the Blockchain data structure. The front-end is built using the JSON programming language. The local 

location for the page is identified in Apis.js. Body.js reads the page inputs, connects to the backend to generate 

new Blocks, and sends the Block information and inputs to Blockcard.js. Then, Blockcard.js will create and 

display a Block card with the Block’s order information.  

 

Testing the Blockchain Model 

By following steps 1-8 in the Developing the Blockchain Model section, anyone can successfully run our 

project. The program’s output, once run, is shown below. 
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Figure 8: Blockchain back end output 

 

Figure 8 shows a snippet of the output when the code runs. The program creates Blocks labeled in 

chronological order, starting from the genesis block, along with the value of the variables in each transaction. 

While it cannot be seen here, each Block took an average of around 4-5 seconds to be created. With added 

capabilities to the Blockchain, this creation time would decrease dramatically. After creating a working 

Blockchain, the team decided to add a search function, which can be seen below. 

 

 
Figure 9: Code retrieval function for finding specific “Blocks” 

 

Figure 9 shows the output of the program’s data retrieval process. The program prompts the user for the Block’s 

ID that they want information about in the image above. After inputting the ID of choice, the program prints out 

the details of the respective Block. After constructing the back end of the Blockchain database, the team 

developed a user interface for the front-end. 

 

Creating blocks of supply chain  

Figure 10 is a screenshot of the user interface used to create blocks. The user interface consists of an 

order information form that collects the inputs from the user. In this form, the user is asked to input the 

customer, vendor, product, date, etc. By clicking the “send” button, the information is sent to the “Blockchain.” 

Once the user sends the information, the user interface will output a Block at the bottom of the page, containing 

the Block ID, hash, previous hash, and timestamp. The order information that the user just inputted is also 

displayed in the output Block. If the user tries to send the wrong data type or null data, the user interface will 

send a warning message on the page, as Figure 11 shows, and the wrong data will not be sent to the Blockchain 

backend. 
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Figure 10: Blocks of supply chain Blockchain 

 

 
Figure 11: User Interface for Blockchain Database 

 
The user interface contains the functions of collecting inputs from the user, generating blocks, 

outputting information, and notifying users of wrong data entries. This user interface successfully demonstrates 

that it is straightforward for users without technical knowledge to use a blockchain database. Moreover, by 

generating blocks and displaying block and order information, the user interface demonstrated how blockchain 

technology ensures the security and transparency of the data. 
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V. Results and discussions 

We have successfully built a traditional database, a Blockchain database, and a user interface. To 

evaluate the functions and building process of the Blockchain database, the team compared the Blockchain 

database and the user interface with the traditional database built-in GBQ. 

In Table 2, the functionalities and limitations of traditional and Blockchain databases are in detail. On 

the one hand, both databases allow users to add and retrieve data. On the other hand, while traditional databases 

can delete and analyze data, they cannot track changes and anyone responsible for them. A Blockchain database 

is immutable; a user cannot delete previous data entries or analyze the data itself. However, it is traceable and 

transparent by keeping records of changes and making them visible to anyone in the database. 

 

 
Table 2: Functionalities of Traditional and Blockchain Databases 

 

As shown in Table 3, the traditional database has three layers: project, database, and table, while the whole 

Blockchain database is stored in a single file.  

 

 
Table 3: Building process of Traditional and Blockchain Database and User Interface  

 

The advantage of a traditional database in GBQ is the ease of building and updating the tables. People 

can do calculations and data analysis on the database using queries. However, the traditional database has many 

safety, transparency, and speed limitations. For example, people cannot track and find who made the changes to 

the data. 

In terms of safety and transparency, the Blockchain database performs better, by any measure, than the 

GBQ database. Although Google GBQ performs significantly better in speed and security than localized 

databases such as MS Access, the Blockchain database offers impeccable deterrence to thefts and sabotages. 

Because we use a private Blockchain that is not accessible to the public, sensitive data is also free from leak 

concerns. 

 

VI. Conclusion 

The blockchain database, which this paper developed using the Python programming language, ensures 

the security and transparency of the supply chain information. The database contains all the supply chain data 

and has the function of adding data and searching for information. Moreover, by generating blocks for each 

transaction, every change in the database will be recorded. We also built a user interface to demonstrate how 

users interact with the blockchain database, which helps explain the logic of the blockchain technology. The 
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user interface creates a Webpage that collects the block data from the user, generates the block, and outputs the 

block information. We have used the Golang and JSON to develop the user interface. 
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