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Abstract

Image forgery detection systems have recently become one of the most essential trends in the field of software
engineering. In order to verify the originality of a digital image, numerous organizations and institutions are
now using digital image forgery detection systems. This scientific research paper provides an image forgery
detection system that can detect forged images and static video frames. The proposed system compares the
efficiency of the three major methods: GLCM, Statistical Moments and the combination of GLCM and
Statistical Moments. The main features produced from GLCM approach include: contrast, energy, homogeneity
and correlation. While, mean, median, standard deviation, kurtosis and skewness are the major statistical
metrics obtained from Statistical Moments approach. The system evaluation procedures are divided into two
important phases. The first is the validity test, in which its usability in real-world context has been validated.
The second is the efficiency test, in which its ability to detect tampering in digital images has been verified.
Luckily, the results of both tests were very encouraging.
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I. Introduction

Before 2000, most images were printed on conventional paper with low quality. Then at the beginning of the
year 2000, most editorial offices began to shift from paper-printed images to digital image formats, which
became indispensable in our daily lives, as it is now no longer acceptable to use images printed on paper in any
operations [1].

Technological progress has played a major role in the production of digital images, as there is now no longer
a need to use special machines, as simply the camera of any digital device such as laptops, tablets and
smartphones can be used to create high resolution. Digital images are available for use in various fields such as
medicine, engineering, arts, ... etc. [2].

A digital image is a two-dimensional matrix of a limited set of cell elements known as image elements
(pixels) in mathematics. Each pixel has a color value that varies depending on the image type; in a binary image,
each pixel has a color value that is either zero or one, whereas in a grayscale image, each pixel has a color value
ranging from 0 to 255, and in a color image, each pixel has three color values ranging from 0 to 255, with the
first value representing the Red color, the second representing the Green color, and the third representing the
Blue color [3].

With the cheapness and widespread of computer devices, many computer applications have spread
dramatically around the world, giving rise to a new branch of computer science called "digital image
processing”, which allows image data to be captured and manipulated electronically to be suitable for use in
several fields such as physics, chemistry, medicine, engineering, statistics, ... etc [4].

Image processing is a technique for enhancing the raw images received from the input devices -like cameras
and sensors- as well as retrieving the maximum amount of image features and information [5], through a series
of common steps namely image enhancement, noise reduction, segmentation, restoration, encoding,
compression and features extraction [6].

Digital image processing has had an impact on several fields such as, Satellite and spacecraft remote sensing,
image transmission and storage for business purposes, medical processing, radio detection and ranging
(RADAR), sound navigation and ranging (SONAR), and acoustic image processing [7].
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In fact, one of the most significant processes in digital image processing is feature extraction, which seeks to
extract the most relevant information from the original image data and represents it in a smaller dimensionality
space [8, 9]. There are numerous feature extraction approaches that can be categorized as either generic
characteristics like color, texture, and shape or domain specialized features [10, 11].

Recently, GLCM has emerged as one of the most important image processing algorithms for extracting
textural picture features [12, 13] by calculating how frequently pairs of pixels with given values and in a
specified spatial relationship appear in an image [14]. GLCM-derived statistical measures include contrast,
correlation, energy, homogeneity, correlation, and so on [15].

Unfortunately, with the rapid development of image processing techniques another bad aspect of image
processing has emerged, as manipulation of digital images content has become much easier, not only for
professional fakers, but also for the inexperienced counterfeiters through powerful software for editing images,
like Microsoft Paint, Adobe Photoshop, Adobe Illustrator and Gimp [16].

As a result, a new area has emerged in the field of processing images named "digital image forensics", which
has a purpose to collect quantitative evidence of digital image authenticity and to detect any illegal changes
made in the source image [17].

This paper provides a new digital image tamper detection system based on GLCM and Statistical parameters.
In the proposed system, the important features of the test image are extracted using GLCM approach and
common Statistical measures. The same procedures are applied for the reference image and the matching
process are performed through the Euclidean distance to determine whether the test image is original or fake.

Il. Background

The theoretical background of the techniques which used in the proposed digital image forgery detection
system can be described as follows:

A) GLCM

The GLCM approach stands for Gray-Level Co-Occurrence Matrix [18], and it is used to obtain the texture
information of the given image [19]. The GLCM characterizes the texture of the image based on how often pairs
of pixels with specific intensity values in a specified spatial relationship occur in the image [20]. In practice,
features of GLCM are useful in a number of useful applications, such as image recognition, texture recognition,
image retrieval, classification of images, ... etc [21]. As for the Haralick, GLCM gives a number of texture
features [22], the most important of them are the following four statistical properties [23]:

«» Contrast or Variance Inertia

This property is used to estimate the local variations in the GLCM and is computed according to the
mathematical formula shown in Eq. (1).
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This property is used to measure the occurrence of specified pairs of pixels of common possibility (which are
associated with their adjacent pixels over entire frames) and is computed according to the mathematical formula
shown in Eq. (2).
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< Energy or Angular Second Moment or uniformity

This property is used to measure the sum of squared elements and is computed according to the
mathematical formula shown in Eq.(3).

N_1
Energy= Z O(ny)z 3

% Homogeneity

This property is used to evaluate the closeness of the distribution of the elements diagonally in GLCM and
is computed according to the mathematical formula shown in Eq. (4).
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B) Statistical Moments

Statistics is the study of the collection, organization, analysis, and interpretation of data and includes many
statistical measures which can be used in extracting image features, the most important of which are the
following [24, 28]:

< Mean

This statistical measure is the average value of the data set and is computed according to the mathematical
formula shown in Eqg. (5).

S X()tX)t++x N_1Xj
g = ot m _ =14 5)
n n
% Median

This statistical measure is the middle number or the number that splits data set in half and is computed as the
following steps:

Step 1: Arrange data in increasing order.

Step 2: Compute the numbers of the data set = n.

Step 3: If n is odd, the median is the middle number, otherwise, if n is even, the median is the mean of the two
middle numbers.

«» Standard Deviation

This statistical measure is the square root of the variance and is computed for the sample according to the
mathematical formula shown in Eqg. (6), while it is computed for the population according to the mathematical
formula shown in Eqg. (7).
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R/

< Kurtosis

This statistical measure is a number that expresses the kurtosis of the distribution, i.e. whether the
distribution is taller or shorter than the normal distribution and is computed according to the mathematical
formula shown in Eq. (8).

pt = o* TN - W p(i) - 3 ®)
«»  Skewness

This statistical measure is a number that measures the symmetry of the distribution and is computed
according to the mathematical formula shown in Eq. (9).

1 = 03 SN — w3 p(@)) ©)

I11. The Proposed System

A) System Overview

In scientific literature, the GLCM approach is an image texture feature extractor that first computes a co-
occurrence matrix, from which it uses several statistical features. In this study, the four fundamental features
were considered: contrast, entropy, energy and correlation. On other hand, the Statistical measures are a
descriptive analysis approach used to summarize the characteristics of a data set which can represent the whole
population or a sample of it. The major six moments: mean, median, standard division, skewness and kurtosis
are the focus of interest in the current study. To determine whether an image is original or fake, the proposed
system relies on several steps. The features vector of the test image is generated by combining the GLCM
features and the Statistical Moments, and the same procedures are performed for the reference image. The
degree of similarity between the two images was achieved by comparing the two vectors using the Euclidean
distance metric.Figure.1 shows a flow diagram of the proposed system.

Original Image Hybrid GLCM and Statistical Moments

Original

Matching Process

Forged

Test Image =y} Hybrid GLCM and Statistical Moments

Fig.1: Flow diagram of the proposed system
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From the previous Figure, the main steps can be summed up as follows:
[1]. Load the reference image.
[2]. Load the image to be tested.
[3]. Build the features vector for each of the two images as follows:
a) Extract the GLCM features.
b) Extract the Statistical Moments.
¢) Combine the extracted GLCM features and the Statistical Moments.
[4]. Match the two vectors using the Euclidean distance.

[5]. Classify the tested image as whether it is original or fake.

B) System Implementation

The proposed system runs on the MATLAB platform under Windows 7 (64-bit version). The first screen of
the system is depicted in Figure.2. This screen displays crucial information to others such as (University,
Faculty, Study Area, Name of Researcher, ... ).
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Fig.2: The start screen of the proposed system

After a few seconds, the screen automatically disappears and the Login screen of the proposed system shown
in Figure.3 will be displayed. This screen enables the end users to use the proposed system by inserting the right
login data.
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Fig.3: The Login screen of the proposed system

If the authorized users enter the correct password, the Main screen of the proposed system shown in Figure.4
will be displayed.

CEEGERRNY - 8 - L ==

Fig.4: The main screen of the proposed system

Once the user clicks the "Hybired_GLCM_SM" button, the Matching screen of the proposed system shown
in Figure.5 will be displayed. From this screen, after the user clicks the above "Browse™ button, a pop-out box
will be presented to enable the user to select the reference color image. After that, the source image features
information will be shown in the small boxes and the selected reference image will be shown in the box which
locates at the top of the screen. On other hand, the same operations are repeated at the bottom part of the screen
once the bottom "Browse" button is pressed. Finally, the matching result appears by pressing the "Result"
button.
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Fig.5: The matching result screen of the proposed system

IV. Experimental Results

This section describes the experimental and assessment results on several digital images. Initially, the image
datasets are identified, followed by the performance evaluation and findings. Finally, in a comparison process,
the suggested methodology are compared to some major image analysis methods. To analyze the efficiency of
the proposed system, it was liable for a serval of experimental tests, which was applied at two branches as
follows:

A) Validity Test

The major goal of the validity test is to ensure the viability of the proposed system for use both inside and
outside several universities. The test covered four major areas: content quality, design quality, organization
quality, and user interface quality. Content quality is referring to the depth of information and insight contained
within content. Design quality is referring to ultimate validation of design is to build the program and have its
users reported their satisfaction. Organization quality is used to ensure that screen elements are organized
properly. User interface quality is referring to ensure that interface has elements that are easy to access,
understand and use.

When the final model of the proposed system was completed, it was sent to a group of computer science
experts from Mansoura University for validation. To establish which components of the proposed system were
accepted and which were not, each member of the assessment team was requested to complete a printed copy of
the performance appraisal form, which included a number of Likert scale questions spanning the above-
mentioned assessment scope.

The questionnaire forms were collected, filtered, and analyzed using quantitative statistical methods to
analyze the raters' responses, the overall frequencies and the percentages of approved and disapproved for pre-
specified evaluation aspects were calculated, as detailed in Table.1 and summarized in Figure.6.

Table 1: Validity Test Results

Approved Disapproved
Evaluation Scope Frequency Percentage Frequency Percentage
Content Quality 46 92 4 8
Design Quality 47 94 3 6
Organization Quality 47 94 3 6
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User Interface Quality 48 96 2 4
Total 188 12
Overall Average 94 - 6

Results of Valdity Test

60
50
40
:
5 = M Approval
£ M Disapproval

10

Content Quality Design Quality Organization Quality User-Friendly Quality

Fig.6: The validity test outcomes

The aforementioned findings reveal that, the overall percent of approved replies 94% for recognized
evaluation features was higher than the overall percent of disapproved responses 6%.The data also demonstrates
that the overall approval replies vary depending on the aspect, with the total approved of the content quality
being 46 frequencies with 92%. The total application approved of design quality is 47 frequencies with 94%,
total acceptance of organization quality is 47 frequencies with 94%, and total approved oval of user interface
quality is 48 frequencies with 96%.

According to the numerical analysis of the acquired results, the overall average percentage of application
approved replies for the predefined evaluation scope is 94%, showing a high degree of agreement among the
evaluators on the appropriateness of the proposed system for general use.

B) Efficiency Test

The results of this test were based on the numerical values of the features extracted from the three methods
of interest: GLCM, Statistical Moments and Proposed Hybrid Approach. The matching process was performed
using the Euclidian Distance formula. The results of the comparison between the three previously mentioned
methods are presented in the Table.2 and summarized in Figure.7.

Table 2: Efficiency Test Results

GLCM Statistical Moments Hybrid Approach
Test Image Detection Euclidean Detection Euclidean Detection Euclidean
Type Distance Type Distance Type Distance
Image 1- Original Original 0 Original 0 Original 0
Image 2 - Original Fake 0.923 Fake 0.867 Original 0
Image 3 - Fake Fake 0 Fake 0 Fake 0
Image 4 - Original Original 0 Fake 0.902 Original 0
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Image 419 - Fake Original 0.422 Fake 0 Original 0.306

Image 420 - Fake Fake 0 Original 0.657 Fake 0

No. of Correctly

Detected Images 345 345 365
No. of Incorrectly
Detected Images 5 75 %5
True: 82.14 True: 82.14 True: 86.90
Overall Average
False: 17.86 False: 17.8 False: 13.10

Comparison between Detection Methods
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Fig.7: The number of correct and incorrect detection images

The aforementioned outcomes show that, the number of incorrect images using the proposed Hybrid
approach was 55 images which it is less in comparison when both the GLCM and Statistical are used separately.
In addition, the obtained outcomes indicates the average of correct detected images using the GLCM approach is
82.14 % and the average of incorrect detected images is 17.86 %. While, the average of correct detected images
using the Statistical Moments approach is 82.14 % and average of incorrect detected images is 17.86 %. Finally,
the average of correct detected images using the proposed Hybrid approach is 86.90 % and the average of
incorrect detected images is 13.10 %.

V. Conclusion & Future Work

Current advances in digital multimedia processing techniques have made the field of image and video frames
manipulation detection an important scientific research area. In the present research paper, the efficiency of the
GLCM approach and the Statistical Moments approach were compared and then combined together to provide a
new tool for detecting the authenticity of digital images and video frames. The proposed system is based on the
hybrid method, where the features vector of the image under test is built by combining the GLCM features and
the Statistical Moments features, and the same case is for the reference image, then the two vectors are
compared using the Euclidean distance formula. Experiment results showed that, the proposed system does not
consume much time, and is very effective in detecting tampering with digital images and videos.

Future plans for developing the proposed system emphasize providing the proposed system with many
services to help visually impaired groups detect tampering with various digital multimedia files.
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