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Abstract—

Itisvitalthatcreditcardcompaniesareabletoidentifyfraudulentcreditcardtransactionssothatcustomersarenotcharg
edforitemsthattheydidnotpurchase.SuchproblemscanbetackledwithDataScienceanditsimportance,alongwithMac

hineLearning,cannotbeoverstated.Thisprojectintendstoillustratethemodellingofadatasetusingmachinelearningwi

thCreditCardFraudDetection.TheCreditCardFraudDetectionProblemincludesmodellingpastcreditcardtransacti

onswiththedataoftheonesthatturnedouttobefraud.Thismodelisthenusedtorecognizewhetheranewtransactionisfrau

dulentornot.Ourobjectivehereistodetect100%ofthefraudulenttransactionswhileminimizingtheincorrectfraudclas

sifications.CreditCardFraudDetectionisatypicalsampleofclassification.Inthisprocess,wehavefocusedonanalysing

andpre-

processingdatasetsaswellasthedeploymentofmultipleanomalydetectionalgorithmssuchasLocalOutlierFactorandI

solationForestalgorithmonthePCAtransformedCreditCardTransactiondata. 
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I. INTRODUCTION 

'Fraud' increditcardtransactionsisunauthorizedandunwantedusageofanaccountbysomeoneotherthantheo

wnerofthataccount. Necessarypreventionmeasurescanbetakentostopthisabuseandthebehaviourofsuchfraudulentpr

acticescanbestudiedtominimizeitandprotectagainstsimilaroccurrencesinthefuture. Inotherwords, CreditCardFrau

dcanbedefinedasacasewhereapersonusessomeoneelse’ screditcardforpersonalreasonswhiletheownerandthecardis

suingauthoritiesareunawareofthefactthatthecardisbeingused.  

Frauddetectioninvolvesmonitoringtheactivitiesofpopulationsofusersinordertoestimate, perceiveoravoido
bjectionablebehaviour, whichconsistoffraud, intrusion, anddefaulting.  

Thisisaveryrelevantproblemthatdemandstheattentionofcommunitiessuchasmachinelearninganddatascie

ncewherethesolutiontothisproblemcanbeautomated.  

Thisproblemisparticularlychallengingfromtheperspectiveoflearning, asitischaracterizedbyvariousfactors

suchasclassimbalance. Thenumberofvalidtransactionsfaroutnumberfraudulentones.  
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Thesearenottheonlychallengesintheimplementationofareal-
worldfrauddetectionsystem, however. Inrealworldexamples, themassivestreamofpaymentrequestsisquicklyscann

edbyautomatictoolsthatdeterminewhichtransactionstoauthorize.  

Machinelearningalgorithmsareemployedtoanalysealltheauthorizedtransactionsandreportthesuspiciousones. Thes

ereportsareinvestigatedbyprofessionalswhocontactthecardholderstoconfirmifthetransactionwasgenuineorfraudul

ent.  

Theinvestigatorsprovideafeedbacktotheautomatedsystemwhichisusedtotrainandupdatethealgorithmtoeventually 

improvethefraud- detectionperformanceovertime.  
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Frauddetectionmethodsarecontinuouslydevelopedtodefendcriminalsinadaptingtotheirfraudulentstrategies.Thesef
raudsareclassifiedas:  

•CreditCardFrauds:OnlineandOffline 

•CardTheft 

•AccountBankruptcy 

•DeviceIntrusion 

•ApplicationFraud 

•CounterfeitCard 

•TelecommunicationFraud 

 

Someofthecurrentlyusedapproachestodetectionofsuchfraudare:  

•ArtificialNeuralNetwork 

•FuzzyLogic 
•GeneticAlgorithm 

•LogisticRegression 

•Decisiontree 

•SupportVectorMachines 

•BayesianNetworks 

•HiddenMarkovModel 

•K-NearestNeighbour 

 

II. LITERATUREREVIEW 

Fraudactastheunlawfulorcriminaldeceptionintendedtoresultinfinancialorpersonalbenefit. Itisadeliberateactthatisa

gainstthelaw,ruleorpolicywithanaimtoattainunauthorizedfinancialbenefit.  
Numerousliteraturespertainingtoanomalyorfrauddetectioninthisdomainhavebeenpublishedalreadyandareavailabl

eforpublicusage. AcomprehensivesurveyconductedbyCliftonPhuaandhisassociateshaverevealedthattechniquese

mployedinthisdomainincludedataminingapplications, automatedfrauddetection,adversarialdetection. Inanotherpa

per, Suman, ResearchScholar, GJUS&TatHisarHCEpresentedtechniqueslikeSupervisedandUnsupervisedLearnin

gforcreditcardfrauddetection.Eventhoughthesemethodsandalgorithmsfetchedanunexpectedsuccessinsomeareas, t

heyfailedtoprovideapermanentandconsistentsolutiontofrauddetection.  

AsimilarresearchdomainwaspresentedbyWen-

FangYUandNaWangwheretheyusedOutliermining,OutlierdetectionminingandDistancesumalgorithmstoaccurate

lypredictfraudulenttransactioninanemulationexperimentofcreditcardtransactiondatasetofonecertaincommercialba

nk. Outlierminingisafieldofdataminingwhichisbasicallyusedinmonetaryandinternetfields. Itdealswithdetectingobj

ectsthataredetachedfromthemainsystemi. e. thetransactionsthataren’ tgenuine. Theyhavetakenattributesofcustome

r’ sbehaviourandbasedonthevalueofthoseattributesthey’vecalculatedthatdistancebetweentheobservedvalueofthat
attributeanditspredeterminedvalue. Unconventionaltechniquessuchashybriddatamining/ complexnetworkclassifi
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cationalgorithmisabletoperceiveillegalinstancesinanactualcardtransactiondataset, basedonnetworkreconstruction

algorithmthatallowscreatingrepresentationsofthedeviationofoneinstancefromareferencegrouphaveprovedefficien

ttypicallyonmediumsizedonlinetransaction.  
Therehavealsobeeneffortstoprogressfromacompletelynewaspect. Attemptshavebeenmadetoimprovethealert-

feedbackinteractionincaseoffraudulenttransaction.  

Incaseoffraudulenttransaction, theauthorisedsystemwouldbealertedandafeedbackwouldbesenttodenytheongoingt

ransaction.  

ArtificialGeneticAlgorithm, oneoftheapproachesthatshednewlightinthisdomain,counteredfraudfromadifferentdir

ection. 

Itprovedaccurateinfindingoutthefraudulenttransactionsandminimizingthenumberoffalsealerts.Eventhough, it 

wasaccompaniedbyclassificationproblemwithvariablemisclassificationcosts.  

 

III. METHODOLOGY 

Theapproachthatthispaperproposes, usesthelatestmachinelearningalgorithmstodetectanomalousactivities,calledo
utliers.  

Thebasicrougharchitecturediagramcanberepresentedwiththefollowingfigure:  

 

Whenlookedatindetailonalargerscalealongwithreallifeelements, thefullarchitecturediagramcanberepresentedasfol

lows:  

 

 

Firstofall, weobtainedourdatasetfromKaggle, adataanalysiswebsitewhichprovidesdatasets.  

Insidethisdataset, thereare3 1 columnsoutofwhich2 8 arenamedasv1 - v2 8 toprotectsensitivedata.  

TheothercolumnsrepresentTime, AmountandClass. Timeshowsthetimegapbetweenthefirsttransactionandthefollo

wingone. Amountistheamountofmoneytransacted.Class0representsavalidtransactionand1representsafraudulento

ne.  

Weplotdifferentgraphstocheckforinconsistenciesinthedatasetandtovisuallycomprehendit:  
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Thisgraphshowsthatthenumberoffraudulenttransactionsismuchlowerthanthelegitimateones.  

 

Thisgraphshowsthetimesatwhichtransactionsweredonewithintwodays. Itcanbeseenthattheleastnumberoftransacti

onsweremadeduringnighttimeandhighestduringthedays.  

 

 

Thisgraphrepresentstheamountthatwastransacted. Amajorityoftransactionsarerelativelysmallandonlyahandfuloft

hemcomeclosetothemaximumtransactedamount.  

Aftercheckingthisdataset,weplotahistogramforeverycolumn. Thisisdonetogetagraphicalrepresentationofthedatas

etwhichcanbeusedtoverifythattherearenomissing 
anyvaluesinthedataset. Thisisdonetoensurethatwedon’ trequireanymissingvalueimputationandthemachinelearnin

galgorithmscanprocessthedatasetsmoothly.  
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Afterthisanalysis, weplotaheatmaptogetacolouredrepresentationofthedataandtostudythecorrelationbetweenoutpre

dictingvariablesandtheclassvariable. Thisheatmapisshownbelow:  

 

 

 

Thedatasetisnowformattedandprocessed. ThetimeandamountcolumnarestandardizedandtheClasscolumnisremove

dtoensurefairnessofevaluation.Thedataisprocessedbyasetofalgorithmsfrommodules. Thefollowingmodulediagra

mexplainshowthesealgorithmsworktogether: Thisdataisfitintoamodelandthefollowingoutlierdetectionmodulesare

appliedonit:  

•LocalOutlierFactor 
• IsolationForestAlgorithm 

Thesealgorithmsareapartofsklearn. Theensemblemoduleinthesklearnpackageincludesensemble-

basedmethodsandfunctionsfortheclassification,regressionandoutlierdetection.  

Thisfreeandopen-

sourcePythonlibraryisbuiltusingNumPy, SciPyandmatplotlibmoduleswhichprovidesalotofsimpleandefficienttool

swhichcanbeusedfordataanalysis 

andmachinelearning. Itfeaturesvariousclassification,clusteringandregressionalgorithmsandisdesignedtointeroper

atewiththenumericalandscientificlibraries. We’ veusedJupyterNotebookplatformtomakeaprograminPythontode

monstratetheapproachthatthispapersuggests. ThisprogramcanalsobeexecutedonthecloudusingGoogleCollabplatf

ormwhichsupportsallpythonnotebookfiles. Detailedexplanationsaboutthemoduleswithpseudocodesfortheiralgorit

hmsandoutputgraphsaregivenasfollows:  
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A. LocalOutlierFactor 

ItisanUnsupervisedOutlierDetectionalgorithm. ' LocalOutlierFactor' referstotheanomalyscoreofeachsample. Itme

asuresthelocaldeviationofthesampledatawithrespecttoitsneighbours.  
Moreprecisely, localityisgivenbyk-

nearestneighbours, whosedistanceisusedtoestimatethelocaldata. Thepseudocodeforthisalgorithmiswrittenas:  

 

 

OnplottingtheresultsofLocalOutlierFactoralgorithm, wegetthefollowingfigure:  

 

 

Bycomparingthelocalvaluesofasampletothatofitsneighbours, onecanidentifysamplesthataresubstantiallylowertha

ntheirneighbours. Thesevaluesarequiteamanousandtheyareconsideredasoutliers.  

Asthedatasetisverylarge, weusedonlyafractionofitinoutteststoreduceprocessingtimes.  

Thefinalresultwiththecompletedatasetprocessedisalsodeterminedandisgivenintheresultssectionofthispaper.  

B. IsolationForestAlgorithm 

TheIsolationForest‘ isolates’observationsbyarbitrarilyselectingafeatureandthenrandomlyselectingasplitvaluebet

weenthemaximumandminimumvaluesofthedesignatedfeature.  

Recursivepartitioningcanberepresentedbyatree, thenumberofsplitsrequiredtoisolateasampleisequivalenttothepathl
engthrootnodetoterminatingnode.  

Theaverageofthispathlengthgivesameasureofnormalityandthedecisionfunctionwhichweuse.  

Thepseudocodeforthisalgorithmcanbewrittenas:  
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OnplottingtheresultsofIsolationForestalgorithm, wegetthefollowingfigure:  

 

 

 

Partitioningthemrandomlyproducesshorterpathsforanomalies. Whenaforestofrandomtreesmutuallyproducesshort

erpathlengthsforspecificsamples, theyareextremelylikelytobeanomalies.  

Oncetheanomaliesaredetected, thesystemcanbeusedtoreportthemtotheconcernedauthorities. Fortestingpurposes,

wearecomparingtheoutputsofthesealgorithmstodeterminetheiraccuracyandprecision.  

 

IV.IMPLEMENTATION 

Thisideaisdifficulttoimplementinreallifebecauseitrequiresthecooperationfrombanks, whicharen’ twillingtosharein
formationduetotheirmarketcompetition, andalsoduetolegalreasonsandprotectionofdataoftheirusers. Therefore, we

lookedupsomereferencepaperswhichfollowedsimilarapproachesandgatheredresults. Asstatedinoneofthesereferen

cepapers:  

“ ThistechniquewasappliedtoafullapplicationdatasetsuppliedbyaGermanbankin2006.Forbankingconfidentialityr

easons, onlyasummaryoftheresultsobtainedispresentedbelow. Afterapplyingthistechnique, thelevel1 listencompa

ssesafewcasesbutwithahighprobabilityofbeingfraudsters.  

Allindividualsmentionedinthislisthadtheircardsclosedtoavoidanyriskduetotheirhigh-

riskprofile. Theconditionismorecomplexfortheotherlist. Thelevel2 listisstillrestrictedadequatelytobecheckedonac

asebycasebasis. Creditandcollectionofficersconsideredthathalfofthecasesinthislistcouldbeconsideredassuspicious

fraudulentbehaviour. Forthelastlistandthelargest, theworkisequitablyheavy. Lessthanathirdofthemaresuspicious. I

nordertomaximizethetimeefficiencyandtheoverheadcharges, apossibilityistoincludeanewelementinthequery; this
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elementcanbethefivefirstdigitsofthephonenumbers, theemailaddress, andthepassword, forinstance, thosenewquer

iescanbeappliedtothelevel2listandlevel3list.”.  

V.RESULTS 
Thecodeprintsoutthenumberoffalsepositivesitdetectedandcomparesitwiththeactualvalues. Thisisusedtocalculateth

eaccuracyscoreandprecisionofthealgorithms. Thefractionofdataweusedforfastertestingis1 0 % oftheentiredataset.

Thecompletedatasetisalsousedattheendandboththeresultsareprinted.  

Theseresultsalongwiththeclassificationreportforeachalgorithmisgivenintheoutputasfollows,whereclass0meansth

etransactionwasdeterminedtobevalidand1 meansitwasdeterminedasafraudtransaction.  

Thisresultmatchedagainsttheclassvaluestocheckforfalsepositives.  

Resultswhen10%ofthedatasetisused:  

 

 

Resultswiththecompletedatasetisused:  

 

VI. CONCLUSION 

Creditcardfraudiswithoutadoubtanactofcriminaldishonesty. Thisarticlehaslistedoutthemostcommonmethodsoffra

udalongwiththeirdetectionmethodsandreviewedrecentfindingsinthisfield.Thispaperhasalsoexplainedindetail, ho

wmachinelearningcanbeappliedtogetbetterresultsinfrauddetectionalongwiththealgorithm,  

itsimplementationand pseudocode, explanationexperi
mentationresults.  
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Whilethealgorithmdoesreachover99 .6%accuracy, itsprecisionremainsonlyat2 8 % whenatenthofthedatasetistake

nintoconsideration. However, whentheentiredatasetisfedintothealgorithm, theprecisionrisesto3 3 % . Thishighperc
entageofaccuracyistobeexpectedduetothehugeimbalancebetweenthenumberofvalidandnumberofgenuinetransacti

ons.  

 

Sincetheentiredatasetconsistsofonlytwodays’ transactionrecords, itsonlyafractionofdatathatcanbemadeavailableif

thisprojectweretobeusedonacommercialscale. Beingbasedonmachinelearningalgorithms, theprogramwillonlyinc

reaseitsefficiencyovertimeasmoredataisputintoit.  

 

VII. FUTUREENHANCEMENTS 

Whilewecouldn’ treachoutgoalof1 0 0 % accuracyinfrauddetection, wedidendupcreatingasystemthatcan,withenou

ghtimeanddata, getveryclosetothatgoal. Aswithanysuchproject, thereissomeroomforimprovementhere. Theveryn

atureofthisprojectallowsformultiplealgorithmstobeintegratedtogetherasmodulesandtheirresultscanbecombinedtoi
ncreasetheaccuracyofthefinalresult.  

Thismodelcanfurtherbeimprovedwiththeadditionofmorealgorithmsintoit. However, theoutputofthesealgorithmsn

eedstobeinthesameformatastheothers. Oncethatconditionissatisfied, themodulesareeasytoaddasdoneinthecode. Th

isprovidesagreatdegreeofmodularityandversatilitytotheproject.  

Moreroomforimprovementcanbefoundinthedataset. Asdemonstratedbefore, theprecisionofthealgorithmsincrease

swhenthesizeofdatasetisincreased. Hence, moredatawillsurelymakethemodelmoreaccurateindetectingfraudsandr

educethenumberoffalsepositives. However, thisrequiresofficialsupportfromthebanksthemselves.  
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