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Abstract:

Malicious Android applications are a seriously problem due to the large share of the Android operating
system market and also the flexibility of Android. An application should be checked before installing to
a phone to avoid the privacy information leak. This paper proposes a static android malware detection
method by using not only the permission but also the package of an Android application. The
experimental results show the proposed method can detect the malicious software effectively. It
suggests that the information provided by the package is useful for detection.
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l. Introduction

Smart phones become popular nowadays. Android, a smart phone operation system, possess
the highest market share of smartphone. Due to the flexibility, Android is more vulnerable to attacks in
comparison with iOS. According to a research report from Lookout [1], during the first half of 2011,
the number of malwares on the Android platform has been growing rapidly, including from 700,000
apps and 10 million units worldwide data. Malware infection increased by 2.5 times more than half a
year ago. During the first half of 2011, malicious codes have increased from 80 to 400 in the market of
independent applications in average.

Nowadays, there are mainly two kinds of Android malware detection technique: signature-
based (static) and behavior-based (dynamic) detection [5]. Malware is detected without executing the
applications by studying the characteristics of the codes. For the reason that this method can only learn
features from the datasets which only contain detected malware and normal applications, it cannot detects
the malwares which contains a new attack pattern [5]. Moreover, the malicious codes may be easily
modified or encrypted [19]. On the other hand, behavior-based detection method executes applications
and determine whether it is a legitimate or malicious software by monitoring its behaviors.

The drawback of these methods is that the sandbox simulation environment is not easy to setup
and costly [5].

In this paper, we propose a method to provide static analyst on android platform. Rather than
only considering the permission information [6, 19, 20] , more information (i.e., the package
information in DEX files) is also measured since some studies have shown that package information
contains useful information of Android applications. We believe the proposed feature set enhances the
testing accuracy since more useful information is provided. The features set is then evaluated by
applying to well-known classification methods including KNN, Bayes, Linear Discrimination function
and RBF Network.

The result of the paper is organized as follows. Section

2 mentions the recent research focus on features and classifiers used in the malware detection. Section
3 mentions the proposed android malware Detection method based on Permission and Package. Section
4 shows the experimental result of the detection accuracy. Section 5 give the conclusion.
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1. Related work

In this section, we will introduce the Android malware detection research in recent years
including research on feature and research on classifier

There are 135 permissions in Android platform, for example,android.permisssion.SEND_SMS
and android.permission.READ_SMS. When a new application is installed, the permissions used in the
application should be approved by users. However, due to the carefulness and lack of the knowledge,
users usually accept the requests without considering the risks seriously. This issue has drawn the
attention from many researchers. Woodpecker model [2] has been used to extract the Android API and
the characteristics of permissions in APK by preloading application. A path or a link is detected to identify
loopholes in the Android. Labor Schmidt et al. [8] adopted readeK command to extract ELF executable
file as a function call list using PART. Some studies only focused on the most useful permission by feature
selection [9, 4]. Besides the permission information, Intent and API are helpful in improving the performance
of the detection [6, 10, 20]. Some studies have discussed the adversarial attack. For example, repackage
method can hide the malicious code [11] and the behavior of the permission can be invoked indirectly [14].
The classes.dex file containing the actual Dalvik byte code for execution has been focused. The opcode
[12, 13] extracted from class.dex files are applied for detecting repackaged smartphone applications.
Ben-gurion et al. [9] proposed the methods of using different classifiers to detect malicious software with
1000 features extracted from xml files and dex files. Nine kinds of classification methods are mentioned (the
Bayes Net, Naive Bayes theorem, Decision Tree, PART, Boosted Naive Bayes theorem, Boosted J48, the
Random Forest and VFI), three feature selection methods (Info Gain, Fisher Score and Chi - Square). The
results show that the combination of Boosted Naive Bayes and the top 800 features selected using
InfoGain yield get an accuracy level of 91.8% with a 0.172 FPR. Dong-jia Wu [10] use K-NN, K-means, EM
and Naive Bayes to detect the malware. The result shows that when using K-NN and K-means as
classification method, the accuracy shows best.

I, Proposed Android Malware Detection Method Based on Permission and Package
The proposed Android malware detection method based on permission and package is devised in this
section. The feature vector for each application is constructed from the permission and package information
of an Android application are firstly extracted from the manifest file and the DEX file respectively. Then

the application is passed into a classifier to detect whether it is malicious. This process is illustrated in
figure 1. The detail of the permission and package feature extraction isdescribed in next sections.
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Figure 1.Android malware static detection model
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I11.1  Permission

Permission for actions in Android application, for example, resource accessing and network
connecting, should be granted. Otherwise Android application is not able to work properly. Android
contains 135 kinds of permissions, including mobile phones, cameras, Internet, keyboard, Bluetooth, SMS,
etc [2]. If users need to access protected resources, corresponding permissions must be declared in
AndroidManifest.xml file. Figure 2 shows an example of AndroidManifest.xml file.
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<ma.nifest . .>
(uses-permission android :name=""android. permission. SEND_SMS" /)
</mani f est>

Figure 2. Example of Manifest code file

The permisslon is important features for Android malware detection because the permission shows
whether a malicious application need to access any sensitive resources. For example, READ _SMS is a
permission that allows the program to read text messages. Benign software, except communication related
software, rarely apply for this permission. However malicious software may need this permission in order
to get the user's privacy. 135 permissions stored in binary values have been used to detect the malicious
applications. We use the model below to extract permission features.
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Figure 3. Permission feature extraction model

I11.2  Package

The packages can be divided into three types. As for the package with beginning of Java, it provides the
program basic functions such as Java.io.* allows program to execute the input or output functions. The
package begins with android can call Android system functions. For example,

android.locatoin. * allows the application to get the location

information of users. The package begins with org is typically used for web services. An example of
package information is shown in figure 3. We only select packages

beginning with android as feature since they can call android system functions directly. For example,
android.wifi. * calls

the Wi-Fi service of the phone. As for packages beginning with Java, it only call the basic functions of
program and packages beginning with org only focus on the part of web
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Decompiled by Jad v1.5.Sg. Copyright 2001 Pavel Kouznetsov.
]lad home page: http: www.kpdus .com. jad. html Decompiler options: packimports})

package android. telephonv. import android.os.Parcel,
Referenc ed classes of package android.telephony :
\eighboringCel llnfo

final class a
implements android. os.Parcelable.Creator

Figure 4. Source code of Android application

Similar to the permissions, if users need to invoke the Android system functions in the program,
corresponding package need to be imported. As a result, package provides useful information for malware
detection. For example, android.location.* is a permission that allows the program to get the user's location.
Benign software, except map application or some communication related software, rarely apply for this
package.

Packages beginning with android can be separated into three parts. For example, android.os.Parcel,
each word represent each part. Only first two parts are considered:. Android.os.Parcel and
android.os.Handler will both be seen asandroid.os.*.

We select all 37 package information to detect the malicious applications. Ifthe application calls the
package, we record the number of total calls of one package as feature. We use the model below to extract
package features.
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Figure S. Package feature extraction model

V. Experiment

The performance of the proposed feature set is evaluated experimentally in this section. The
Android APK dataset from Android network [2, 3] containing 622 normal and 174 malicious applications is
used as the dataset. Each application is decompressed to get the source codes. The permission features from
AndroidManifest.xml and package features from DEX file are extracted. Our proposed feature set is
compared with the ones only using permission and package individually. The dataset is randomly spitted
into half for the training and testing set in each experiment. The five well-known classifiers, including k-NN,
Linear Discriminant Function, RBF Network, and Bayes are applied. The testing classification accuracy is
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adopted for evaluation. Each experiment is repeated 10 times independently.

The experimental results are reported in Table 1. The classifiers using only permission feature set
achieves satisfying results, as shown in previous studies [20, 10, 6), which is at least 80% accurate. However,
the performance of the classifier only using package feature set (less than 70% in average) worse than the
ones with permission. It shows that the information provided by the permission is more useful than the
package for Android malware detection.

On the other hand, our proposed feature set achieves the best performance among these three
methods in terms of accuracy in all cases except K-NN. In average, the accuracy of the proposed feature set is
84.4%. The result suggests that the package and permission complement each other in order to increase the
accuracy of the detection. The proposed method which applies not only the permission but also the package
information can improve the accuracy of Android malware detection.

Table 1. Detection accuracy of Bayes, knn, Linear discrimination function, and rbf network with
permission, Package and Permission+Pakcage feature set

Featnre Sect

Accuracy Permission +
Permission Package
Package
Bayes 80.2% €0.1% 81.5%
KNN 85.7% {7.5% 84.5%
Linear
Discrimination 88% 12.5% 89.5%
function
RBF Network 80.5% 77.4% 82.1%

Asaf Shabtai, Malware Detection on Mobile Devices, In Proceedings of 2010 Eleventh International
Conference on Mobile Data Management (MDM), page 289-290, 2010

V. Conclusion
The proposed method combines these two types of information (permission and package) for
malware detection. The experimental results indicates that the proposed feature sect outperforms the
methods only using permission or package information. It suggests that using both types of information
improve the accuracy of the detection system. As for the only using package as feature, the accuracy is
much lower than the other two method. Further research will focus on this part and we will try to extract
more useful information from DEX file.
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