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Abstract - This paper introduces an algorithm of digitalwatermarking based on Discrete Wavelet Transform
(DWT) and Steganography Based on Least Significant Bit(LSB). Steganography is a branch of information
hiding. According to the characters of human vision, the information of digital watermarking which has been
discrete wavelet transformed, is put into the high frequency band of the image which has been wavelet
transformed. Then distills the digital watermarking with the help of the original image and the watermarking
image. The steganography is the process of concealing one medium of information within another. There are
lots of techniques available to achieve steganography like least significant bit insertion method and transform
domain technique. This project implements the new method selecting a cover image and applying the
watermarking for the copyright protection and embedding the secrete file into the watermarked image providing
password with encryption method and sending to other system through the network.
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I. INTRODUCTION

In this modern era, computers and the internet are major Communication media. They connect different
parts of the world and have made the world one global virtual world. As a result, people can easily exchange
information without distance being a hindrance. However, the safety and security of long-distance
communication is an important consideration. The need to solve this problem has led to the development of
steganography and watermarking techniques.

Digital watermarking is a new technology of information hiding and it has effective effect for
Copyright Protection. Digital watermarking technology is to use the digital embedding method to hide the
watermarking information into the digital products of image, visible and video. Seen form the field of signal
process, the watermarking signal being embeded into carrier is as a feeble signal to add into a strong
background. As long as the intensity of watermarking is lower than the contrast restriction of human visible
system (HVS) or the apperceiverestriction of human audio system(HAS), the watermarking signal won’t be felt
by HVS or HAS[2].

Steganography is a strong security tool that provides a high level of security. But this is particularly
when it is combined with encryption. In image steganography image is one of the most popular cover objects.
Schemes like LSB insertion and JPEG steganography makes the steganalysis very simple for the opponent.
Steganography is about hiding the message so that intermediate persons cannot see the message. Steganography
refers to information or a file that has been concealed inside a digital Picture, Video or Audio file. The
increasing need of better methods of image steganography has motivated this new concept [1].

I1. LEAST SIGNIFICANT BIT SUBSTITUTION
This is the most popular technique when dealing with images. The simplicity of this method is at the
cost of compression which is inherently lossy. The traditional LSB technique takes into account every possible
bit. 3 bits are safeguarded in every pixel since there is a option to use red, green or blue. The method works by
choosing last bit to store the information [3]. The simplest of the LSB steganography techniques is LSB
replacement. LSB replacement steganography flips the last bit of each of the data values to reflect the message
that needs to be hidden. Consider an 8-bit grayscale bitmap image where each pixel is stored as a byte
representing a grayscale value [4]. Suppose the first eight pixels of the original image have the following
grayscale values:
11010010
01001010
10010111
10001100
00010101
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01010111
00100110
01000011

To hide the letter C whose binary value is 10000011, we would replace the LSBs of these pixels to
have the following new grayscale values:
11010011
01001010
10010110
10001100
00010100
01010110
00100111
01000011.

Note that, on average, only half the LSBs need to change. The difference between the cover (i.e.
original) image and the stego image will be hardly noticeable to the human eye.

LSB steganography, as described above, replaces the LSBs of data values to match bits of the message.
The difference being that the choice of whether to add or subtract one from the cover image pixel is random.
This will have the same effect as LSB replacement in terms of not being able to perceive the existence of the
hidden message . This Steganographic technique is called LSB matching. Both LSB replacement and LSB
matching leave the LSB unchanged if the message bit matches the LSB. When the message bit does not match
the LSB, LSB replacement replaces the LSB with the message bit; LSB matching randomly increments or
decrements the data value by one. LSB matching is also known as 1 embedding.

In the case of still grayscale images of type bitmap, every pixel is represented using 8 bits, with
11111111 (=255) representing white and 00000000 (=0) representing black. Thus, there are 256 different
grayscale shades between black and white which are used in grayscale bitmap images [10]. In LSB
steganography, the LSBs of the cover image is to be changed. As the message bit to be substituted in the LSB
position of the cover image is either 0 or 1, one can state without any loss of generality that the LSB’s of about
50 percent pixel changes.

I11. DISCRETE WAVELET TRANSFORM
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Fig.1 Sketch Map of Image DWT Decomposed

Wavelet transform is time domains localized analysis methods with the windows size fixed and form
convertible [12]. There is quite good time differentiated rate in high frequency part of signals DWT
transformed. Alsothere is quite good frequency differentiated rate in its low frequency part. It can distill the
information from signal effectively.

The basic idea of discrete wavelet transform (DWT) in image process is to multi-differentiated
decompose the image into sub-image of different spatial domain and independent frequency district. Then
transform the coefficient of sub-image. After the original image has been DWT transformed, it is decomposed
into 4 frequency districts which is one low-frequency district(LL) and three high-frequency
districts(LH,HL,HH). If the information of low-frequency district is DWT transformed, the sub-level frequency
district information will be obtained [5]. A two-dimensional image after three-times DWT decomposed can be
shown as Fig.1. Where, L represents low-pass filter, H represents high-pass filter. An original image can be
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decomposed of frequency districts of HL1, LH1, HH1. The low-frequency district information also can be
decomposed into sub-level frequency district information of LL2, HL2, LH2 and HH2. By doing this the
original image can be decomposed for n level wavelet transformation [8].

The information of low frequency district is a image close to the original image. Most signal
information of original image is in this frequency district. The frequency districts of LH, HL and HH
respectively represents the level detail, the upright detail and the diagonal detail of the original image.

According to the character of HVS, human eyes is sensitive to the change of smooth district of image,
but not sensitive to the tiny change of edge, profile and streak. Therefore, its hard to conscious that putting the
watermarking signal into the big amplitude coefficient of high-frequency band of the image DWT transformed
[9]. Then it can carry more watermarking signal and has good concealing effect.

IV. PROPOSED METHOD IMPLEMENTATION
A. Sender Module
The sender module takes the cover image and adds the watermarking to the cover image for
authentication purpose. Then sender is selecting a secret data to be hidden inside the watermarked image as the
input. It performs the encryption of secret data using a password chosen by sender. By embedding bits in the
LSB of noisy pixels it hides this encrypted secret data.

B. Hiding Module

Hiding message is the most crucial module of steganography. It involves covering the message into the
cover text. Each pixel typically has three numbers, one each for red, green, and blue intensities. These values
often range from 0-255. In order to hide the message, data is first converted into byte format. It is then stored in
a byte array. The message is encrypted. Then it is embedded each bit into the LSB position of each pixel[3].

C. Encryption

Encryption includes a message or a file encrypting. Encryption involves converting the message to be
hidden into a cipher text. Encryption can be done by passing a secret key. Secret key can be used for encryption
of the message to be hidden. It provides security by converting it into a cipher text [3]. This makes it difficult for
hackers to decrypt. Greater security is added if the message is password protected. Then while retrieving
message, the retriever has to enter the correct password for viewing the message.

AES [6] is a symmetric block cipher. This means that it uses the same key for both encryption and
decryption. Triple DES (3DES) uses a key bundle which comprises three DES keys, Ky, K, and Kj, each of 56
bits (excluding parity bits) [7].

In this paper using both AES and 3DES. This paper is implemented in java. Here can use any one
algorithm to encrypt and same algorithm to use for decrypt the data. Below fig.2 shows the design of the project.

.- - -

Fig.2 Design of the project

D. Receiver Module

The receiver module takes the cover image with the hidden data as the input. The encrypted secret data
is then retrieved by applying suitable algorithm. The secret data is obtained by using AES and 3DES decryption
algorithm.
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E. Retrieve

It involves retrieving the embedded data from the Image. After retrieval the message has to be
converted into original message or file. The read data will be in the bytes format. It is essential that the message
is in the suitable output file format.

F. Decryption

Decryption involves converting the cipher text into decrypted format. Decryption involves use of a
secret key. Itenhances security by converting the cipher text, into the original data message or file. The
robustness of the system can be increased further if the data is password protected. Then while retrieving
message, the retriever has to enter the correct password and correct decryption algorithm for viewing the data.

V. EXPERIMENTAL RESULTS

A. Watermarking

Select the original image or cover image for watermarking and embedding the secrete file. The Fig.3
shows Desert image as selected as a cover image. The Text entered for watermark is, “Sample testing
watermarking”, result of the watermarking shows in fig.4 and there is no distortion in the image.
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Fig.3 cover image
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Fig.4 Watermarked image

B. Steganography

Selecting the secrete file or data file for embedding into the watermarked image. The secrete file should
be video, image, text file. Figure 4 shows the watermarked image. Fig.5 shows the stego image means secrete
file is embedded into the watermarked image and there is no visible difference between the fig.4 and fig.5

images.
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Fig.5 Stego image
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C. Encryption methods comparisons

algorithm by using the ,“ True CrypT tool ”, as shown in the below fig.6.

The Triple Des (3DES) encryption algorithm is having a more efficiency than the AES encryption
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Fig.6 3DES encryption efficiency

The above fig.6 shows the efficiency of 3DES algorithm. This algorithm is giving a more efficient than

AES, out of 8.00% 3DES is getting 7.99% efficiency.
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Fig.7 AES encryption efficiency

The above fig.7 shows the efficiency of AES algorithm. This algorithm is giving a less efficient than

3DES, out of 8.00% AES is getting 7.86% efficiency.

VI. CONCLUSION
This paper introduces a discrete wavelet transform (DWT) for the digital watermark algorithm based on

visible watermarking. Watermarking system not only can keep the image quality well, but also can be robust
against many common image processing operations of filer and sharp enhancing. This paper also introduces a
least significant bit(LSB) algorithm for embedding the secrete file into the watermarked image. Providing the
encryption and decryption methods like 3DES and AES for securing the secrete data by the hackers.
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